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1 INTRODUCTION

The SentryWire appliance captures and stores network traffic and analytics data from a live network
interface at rates up to 100 Gbps (Gigabits per Second), and writes them to files without packet loss.
SentryWire uses the standard PCAP file format to store network traffic.

SentryWire also has the ability to search captured network traffic by time and packet envelope data.
Search and capture can be performed simultaneously, the 10G and 20G editions support the ability to
create clusters, expanding upon the overall data storage and computational ability, when compared to a
single standalone server.

2 MAIN FEATURES

Use of the standard PCAP file format.

High-performance packet-to-disk recording.

Cluster-capable to increase capture data capacity.

Real-Time indexing. This application is able to produce an index on-the-fly during

packet capturing. The index can be queried using BPF search filters to quickly retrieve

interesting packets in a specified time interval.

e Detailed insight and review of various alerts, conditions, events for intrusion detection,
network security monitoring, and log management.

e Threat hunting and policy management.

3 SUPPORTED WEB BROWSERS

The following web browsers support the SentryWire Application interface.

e Google Chrome 44.0.2403.157 or above.
e Mozilla Firefox version 45.0.1 or above.

Note:

o There is no native support for chrome browser on CentOS system

4 LOGIN INFORMATION

On any remote system connected to the network, open a supported web browser and enter the IP address
using port number 41395 over https.

For Example: https://<IP Address>:41395
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When the login screen appears, enter the username and password. The username and password is
established during installation.

Note:
The account is locked after three failed login attempts in a ten minute period. The

[ ]
account is locked for 30 minutes. A system administrator can manually unlock the user

account.
If the system is configured to accept LDAP user/password, there is no default

username/password. To login you must have a valid LDAP username/password.
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5 DASHBOARD

The Federation Manager Dashboard is an interface that allows the users to configure groups and
manage all Federated Nodes within the groups.
The dashboard has 2 display options:

1. Group View
2. Node View

The default view of the Dashboard is the Group View.

5.1 GROUP VIEW

#Dashboard 4 B Repc £ Cor @ Help cY
User.continuum  Hole:Admin  Authiods local  Intorval M
T T N T T
GroupName [NogeCount) (CompretsedTota |
ey s nsss Compressionano) Aumenncation
2 Boson(t) s — = T o e el | SIS
NewYork (1 OroupName Assets ActveRules Rules IPAddreases Domains VA3 Signatures. Netflows. voir Avgdbps. LastPCAP PreCaptureFiller {Clich on data points fo.
) . NodeCount Defended Alerts  Undefended Alerts. Events. PAjerts DomsinAlerts. A3 SigAlerts NS Critical Dropped®his ChusteriodeCount Serverstatus acom}
Boston 7 50652 2 2 19235 1526 829 22 10 (6051278 /1.18)
2 812762 46 158 0 [ a 124 648 2019-12-12 023259 1
27600 632016 0 0 2021 5000 T
553964 J
NewYor 4 50652 1 929 10235 1526 7256 9 10 (3530878 /343)
> 6 257389 5 0 [ 0 0 254 012 2018-12-12 023258
20666 450041 4 0 20200102 17:50.00
190436 9
Total 7 50652 2 929 19235 1526 8084 31 20.00 (95820 TB 1 461)
GroupCount: 2 12 1070151 51 158 (] [} [} e 6.60 2019.12.12 02:32:59 Ovarview.
NodeCount: 2 27808 1082057 4 ° 22179000
744400 0 Y
|k Now Gauup.. | | o+ New Node... & Upload SigDetect Ruleset... |& Download SigDetect Rules

Figure 1-Default Dashboard Group View

The Group view dashboard displays the following:

e “View Nodes” button and Find Text search option. Clicking on “View Nodes” button
shows the Federated Node view where each node's configuration, alert and storage
information is displayed.

e UserName, License status and Authentication mode of the FM.

e Currently selected time interval and relevant data based on the selected option. The user
can also change the duration of the data being displayed through the dropdown selection.

Note: Default Interval is “One Hour”.

e Group Names and Node count per group.
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Notes:
e By Default, all groups are displayed in the FM.
e Any action performed on selected group from FM is applied to all the nodes included in
the selected group only. If no group is selected, any action performed through FM
applies to all groups in the FM.

e “+New Group” and “+New Node” buttons which allow the user to create new groups and
add nodes to the groups. (Please refer to section 3.1.2 for more details)

e “Upload SigDetect Ruleset...” button at the bottom of the dashboard allows the user to
upload SigDetect rules on Pcap data retrieved by searches for all the nodes that are part of
the selected group.

Notes:
e Ifno group is selected this action will be applied to all groups/nodes in the federation.
e This Rule file is separate/independent of the 50K rules enabled for capture going
forward.

e To see search results with SigDetect rules, goto Search-> Manager - Click on Log
Data Hyperlink.

#Dashboard 4

et TLS/SSL ) Autnenticetion
Emads TR MaxObps. Licensing Theoughput Gbps
GroupName Assets ActiveRules Rules IPAddresses Domains. JAI Signatures. Netfiows. voir Avg PreCaptureFitter (Click on data points to
NodeCount Detenced Alerts  Undefended Alerts Events 1PAents Oomsinklerts  JA3 Sighlents ons Crmseat Oroppeapits Serverstatus 200m)
Boston 7 50652 2 2 19235 1526 829 22 10
12 812762 6 158 0 0 0 124 6.48
27609 632016 0 0
553964
NewYork 4 50652 1 929 19235 1526 7255 9 10 (353.087TB/343)
2 6 257389 5 0 0 0 0 254 0.12 2019-12-12 023259
20666 450041 4 0 2020-01-02 17:50:00 P

LaCH
§
H

|

190436 0

Total 7 50652 2 929 19235 1526 8084 3 20.00 (95820 TB/461) ) :
GroupCount: 2 12 1070151 51 158 0 0 0 378 660 2019122023259 | Overview l Vo WLCN
Meo 1082087 4 ° 20200102 17:50:00
’ 744400 0 °

@ v x

Iu“ I |.t.Up|oad SigDetect Ruleset... W I MRS | B ReuneSeves | |

Figure 2-Upload SigDetect

e The “Download SigDetect Ruleset” button on FM Dashboard downloads the SigDetect rules
(if any) from the FM Node itself.

For example: If FM has 2 groups, 1 with 10 nodes including the current node and the other
with 2 nodes. Upload SigDetect Ruleset option allows the user to upload to nodes of groupl
or group2 or both. Download SigDetect Ruleset will download the last valid copy of
SigDetect ruleset from the FM node itself.
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#Dashboard +,

® Investigator Q & View Metadat iR 3t urat D H ; t
[W Us Rofe:Admin Modotocal  Interval M
T S . ST I O I
QroupMams (NodeGount) (CompressedTotal |
Boston (1) Flies. TLSSSL CompresslOnRATO} Authentication
¢ 1 . o icrs Emais wrre MaxGbps FirstPeAP Liconsing Teoughput Gbps
NewYork (1) GroupName Assots ActiveRules Rules 1PAddresses Domains JA) Signatures. Netfiows voir Avgltps LastPCAP PreCaptureFilter (Click on data points to
‘. k{ i ] NodsGount Detendealens  Undetendearins | Evenss [ Domandlerts a3 Sighirts ons crmea oppes xcom)
Boston 7 50652 2 2 19235 1526 829 22 10 (60512 TB/1.18)
1 12 812762 46 158 0 1] 1] 124 648 2019-12-12 02:32:59 D
27600 632016 0 0 2020-01-02 17:50:00
553964 ( o
NewYork 4 50652 1 929 19235 1526 7265 9 10 (353,08 TB/ 3.43)
: 6 257389 5 0 0 0 0 254 012 2019-12:1202.32:59
20666 450041 4 0 2020-01-02 17:50.00
190436 0 0
Total 7 50652 2 929 19235 1526 8084 k1] 2000 (95820 TB/4.61)
GroupCount: 2 12 1070151 51 158 (] 0 0 378 660 201942-1202:32:59 | Ovorview.
NodeCount: 2 27609 1082057 4 0 2020.01-02 17:50:00
744400 [] o
!MW I | & Upload SigDetect Ruleset... | & Download S I  MPusc Senvers m |

Figure 3-Upload Sig Detect Ruleset
e “Pause Servers” and “Resume Servers” buttons which allow the user to pause or resume all
servers with just one click action.
Notes:

e This is a global action and applies to the selected group only. If no group is selected, this
action applies to all groups.

e If one or more of the nodes receiving the Pause Server message are already paused, this
new request does not change the state of the servers. Each Paused server stays paused.
Each server in running state will be paused.

e [f one or more of the nodes receiving the Resume Server message are already running,
this new request does not change the state of the servers. Each running server stays
running. Each server in paused state will be resumed.

e The Group Details panel provides a quick insight into the selected group’s aggregated data,
events, alerts, throughput, storage, configuration and performance stat.

The First column “Group Details” provide the group name and the count of the nodes present
in that group.

The Second column IDS has 2 subcategories:
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#Dashboard 4

Usercontinuum  Role:Admin  AutiMocetocal  Interval M‘
|

o T Y N S T T |
rouphams (NoseCount) -1 (CompresseaTotal
2 | Boston (1) . ] Files TLS/SSL CompressionRatio) Authentication
Services ActiveRules Emaits WTTP MaxGope. FirstPCAP Licansing Throughput Gops
# NewYork (1) . GroupName Assats Rules IPAddresses Domains JA Signatures. Netfiows. voir AvgGbps. LastPCAP PreCaptureFilter {(Click on data points 1o
NodeCount Defended Alerts I Events. IPAerts. Domainaerts JAT Sighlets DNS Critical 200m)
Boston 7 50652 2 2 19235 1526 829 22 10 (605127TB/1.18)
12 812762 48 158 o 0 o 124 648 2019-12-12 023259
27609 632016 0 0 2020-01-02 17:0:00
553964 ( 9
NewYork a 50652 1 929 19235 1526 7255 9 10 (35308 TB/3.43)
6 257389 5 0 [ 0 0 254 012 20191242 0232.59
20666 450041 4 0 2020-01-02 17:50:00
190436 ) o
Total 7 50852 2 829 19235 1526 8084 31 20.00 (95820 TB | 461)
GroupCount: 2 12 1070151 51 158 ° 0 0 378 .60 20194242 023259 | Ovorview
NodeCount: 2 27609 1082057 4 o 20200102 17:50:00
744400 0 e
l (ko Comp. | | b NauNsle: | & Upload SigDetect Ruleset... |, Wrwscsaen | ([ PRouesoen | |

Figure 4-Dashboard IDS Column sub-categories

First sub-category shows Services, Assets and Defended Alerts. Each of these are

[ ]
hyperlinked to pivot to their relevant screens.
For example:
o Clicking on “Services” sub-category pivots to Policy setup->Defended services
screen.
o Clicking on “Assets” sub-category pivots to Policy setup->Defended assets
screen.
o Clicking on “Defended Alerts” sub-category pivots to View Metadata->Defended
Alerts screen.
e Second sub-category shows Active Rules and Undefended Alerts. Each of these are
hyperlinked to pivot to their relevant screens.
o Clicking on “Active Rules” sub-category pivots to Policy setup->IDS rule screen.
o Clicking on “Undefended Alerts” sub-category pivots to View Metadata-
>Undefended Alerts screen.
Note:
e Total alerts generated is equal to the sum of Defended Alerts and Undefended Alerts.

The Third column Active Triggers shows Rules that are defined by users for that group and

Events generated as a result of these rules.
o Clicking on “Rules” pivots to Policy setup->Active Triggers screen.
o Clicking on “Events” pivots to View Metadata ->Active Triggers tab.

Page 9 of 126



Q) SentryWire

PACKET CAPTURE PLATFORM

#Dashboard

User Guide

January 30, 2020
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Figure 5-Dashboard Active Trigger column Rules Events

The Fourth column “Suspicious Traffic” has three sub-categories:

#Dashboard
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Figure 6-Dashboard Suspicious Traffic Column sub-categories
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e First sub-category shows the count of Suspicious IP Addresses uploaded by the user for
the group, and the IP Alerts generated due to the uploaded IP Addresses. Each of these
are hyperlinked to pivot to their relevant screens.
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o Clicking on “IP Addresses” sub-category pivots to Policy setup->Augmentation

screen.
o Clicking on “IPAlerts” sub-category pivots to View Metadata->SuspIPAlerts
screen.

e Second sub-category shows the count of Suspicious Domains uploaded by the user for
this group, and the Domain Alerts generated due to the uploaded Domains.
o Clicking on “Domains” sub-category pivots to Policy setup->Augmentation
screen.
o Clicking on “DomainAlerts” sub-category pivots to View Metadata-
>SuspDomains screen.

e Third sub-category shows the count of Suspicious (JA3) signatures uploaded by the user
for this group, and the Signature Alerts generated due to the uploaded Signatures.
o Clicking on “JA3 Signatures” sub-category pivots to Policy setup->Augmentation
screen.
o Clicking on “JA3SigAlerts” sub-category pivots to View Metadata->
SuspSig(JA3)Alerts screen.

The Fifth column DPI Events shows events generated by the DPI engine running on each node
of the group. It has two sub-categories:
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Figure 7-Dashboard DPI Events Column sub-categories

e First sub-category shows the counts for Files, Emails, Netflows, and DNS events. Each
of these are hyperlinked to pivot to their relevant screens.
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Clicking on “Files” sub-category pivots to View Metadata-> Files screen.
Clicking on “Emails” sub-category pivots to View Metadata-> Emails screen.
Clicking on “Netflows” sub-category pivots to View Metadata-> Netflows screen.
Clicking on “DNS” sub-category pivots to View Metadata-> DNS screen.

O O O O

e Second sub-category shows the counts for TLS/SSL, HTTP, VOIP and Critical events.

o Critical events counts are displayed in red.
o Clicking on “TLS/SSL” sub-category pivots to View Metadata-> TLS/SSL

screen.
o Clicking on “HTTP” sub-category pivots to View Metadata-> HTTP screen.

o Clicking on “VOIP” sub-category pivots to View Metadata-> VOIP screen.
o Clicking on “Critical events” sub-category pivots to Configuration->System
Events screen.

The Sixth column Throughput has three data elements:
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Figure 8-Dashboard Throughput Column

e MaxGbps: The maximum throughput of sum of the maximum throughput of the nodes.
e AvgGbps: The average throughput of sum of the average throughput of the nodes.
e Dropped Packets: The sum of each node's dropped packets of that group.

The Seventh column Storage has four data elements:
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Figure 9-Dashboard Storage Column
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e CompressedTotal is the total compressed storage used up by the capture data and
CompressionRatio is the current compression ratio. (Dividing compressed storage by
compression ratio gives the actual storage size.)

e FirstPCAP of each group is the earliest First PCAP among all nodes of the group.

e LastPCAP of each group is the latest Last PCAP among all nodes of the group. This
allows users to see the full duration of data of the group.

¢ ClusterNodeCount shows the sum of all cluster nodes of each node of the group.

The Eighth column Configuration provides information about the Authentication, Licensing,
PrecaptureFilter and ServerStatus.

o Clicking on “Authentication” sub-category pivots to Configuration->
Authentication screen.

o Clicking on “Licensing” sub-category pivots to Configuration -> Software
Management screen.

o Clicking on “PrecaptureFilter” sub-category pivots to Policy Setup->
PrecaptureFilter screen. The entire group information can be viewed by clicking
on the Details....” hyperlink for that group.

o Clicking on “Overview...” gives the aggregated information of all selected group.
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Figure 10-Dashboard Configuration Column

The Performance Throughput Graph allows the user to view thumbnail view of each group's

aggregated throughput as a graph. Clicking on data points of the thumbnail shows a dialog box
with more detailed version of the graph.

#Dashboard

Figure 11-Dashboard Performance Throughput Graph
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5.1.1

Understanding the Dashboard- Group View Counts

In Group view the elements that constitute the policy and have same property are listed below:

IDS.Services

IDS.Assets

IDS.Active Rules
ActiveTriggers.Rules
SuspiciousTraffic.IPAddresses
SuspiciousTraffic.Domains
SuspiciousTraffic.JA3Signatures
Storage.CompressionRatio

The Policy Counts for these items are the max of the policy counts of all the nodes in a group.

For example: 1f nodel and node2 belong to group1, and nodel has 5 Defended Services while
node 2 has 12 Defended Services, then the groupl count for defended services shows as
Max(5,12) = 12.

In Group view the elements that show the additive property are listed below:

IDS.DefendedAlerts

IDS.UndefendedAlerts

ActiveTriggers.Events

SuspiciousTraffic.IPAlerts

SuspiciousTraffic.DomainAlerts

SuspiciousTraffic.JA3SigAlerts

DPIEvents (Files, Emails, Netflows, DNS, TLS/SSL, HTTP, VOIP, Critical)
Throughput (MaxGbps, AvgGbps, DroppedPkts)
Storage.CompressedStorage

The Counts for these Event/Alert items is a summation of all nodes in the group.

For example: 1f nodel has 2000 Undefended Alerts and node2 has 1400 Undefended Alerts, and
nodel,node2 belong to groupl, then groupl's UndefendedAlerts column will be displayed as
2000+1400=3400.

In Group View following elements are handled as described:

Storage.FirstPCAP/LastPCAP: Group's FirstPCAP is the earliest of the FirstPCAP values
of its nodes and the LastPCAP is the latest of the LastPCAP values of its nodes.
Licensing: Is displayed as count of nodes that are permanent and/or evaluation. To view
the license count click on “Details...”.

Authentication: Is displayed as count of nodes that have local authentication or Radius or
LDAP. To view the authentication count click on “Details...”.
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e PreCaptureFilter: Is displayed as the number of nodes within the group that have pre-

capture filter on and number of nodes that have pre-capture off. To view the pre-capture
count click on “Details...”.

5.1.2 Add/Delete Federated Groups and Federated Nodes

e Adding a Federated Group

o To add a new group, click on the “+New Group” button on the FM Group View
Dashboard. This presents the user with a pop window. Fill in the necessary details
and click “Add Group”

o  Once the group is added, user can now add nodes to the newly created group.

#Dashboard

Figure 12-Dashboard Add Federated Group

e Adding a Federated Node to a Group

o To add anew FN to a group, click on “+New Node” button.
Note: You must have at least one group to be able to add a node.

Select Group selection drop down and select the desired group.

Enter the IPAddress, Username and Password of the node to be added.

Click on “Add Node”.

If the username and password are correct, the node will be added.

Once the node is configured, it is available to the user under the desired group.

O O O O O
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#Dashboard
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Figure 13-Dashboard Add Federated Node

e Deleting a Federated Group or Federated Node

o To delete a Group, simply click on the delete button next to the group name.

Notes:
e A group with a node entry cannot be deleted. All the nodes in the group must be deleted
individually.
e This group->node association is symbolic. A node is never affected by removal from a
group. Each removed node can then be added to other groups.
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Figure 14-Dashboard Delete a Federated Group or Node Warning

o To delete an existing Federated Node, select the group to which the node belongs.
Then click on the “View Nodes” button at the top. This brings you to the “Node
view” dashboard. Once in the Node view dashboard, the user can delete the desired
node by simply clicking on the delete icon under the action column.

o Once deleted, the Federation cannot monitor the node.

Notes:

e A node can exist only in one group.

e  When a group is removed, all the nodes in that group are removed automatically.
e Each removed node can then be added to other groups.
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Figure 15-Dashboard Node View
52 NODE VIEW

The Node view of the dashboard can be accessed by clicking on the “View Nodes” button. Node
View allows users to view node details, pivot to other panels for policy, alerts, events and
configuration. Authorized users can remove a node from being monitored and pause/resume

individual node's capture server.
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Figure 16-Dashboard Node View Node Details Column
This dashboard displays the following:

e “View Groups” button and Find Text search option. Clicking on “View Group” button
switches the dashboard back to the group view where each group's aggregated
configuration, alert and storage information is displayed.

e UserName, License status and Authentication mode of the FM.

e Currently selected time interval and relevant data based on the selected option.

Note: Default Interval is “One Hour”. Interval drop allows users to change the duration of the
data being displayed below.

e The Node view dashboard provides the following information:

The First column displays the Node Details which includes:
e GroupName, NodeName and NodelP.

Notes:
e Only selected group’s nodes are displayed in the first column.
e If one or more Federated Node servers are down/stopped or unreachable, the dashboard
displays the NodeName and NodelP in red.
e Only action that can be performed for a node that is down is “Delete”

Page 20 of 126



Q) SentryWire

PACKET CAPTURE PLATFORM

User Guide
January 30, 2020

#Dashboard 4,

T ——
J User.contlnuum  Role Admin  AuthMode local  Inferval M‘

T | T T [ T S— T SN T ST
GroupName Services ActiveRutes Rules \PAGGresses omains JA3 Signatures Fiies TsssL Maxobps (Compresseatotsl ton.
NodeName Asseots Undefended Alerts Events IPAlsrts DomainAlerts JA3 SigAlerts Emails HTTP AvgGbps. ‘CompressionRatio)
Nodel® Datenced Alerte Nettiows vore Oroppeapxts FirutpCAR
ons Grcal Lastpcap
ClusterNodeCount
Boston 7 2 2 19235 1526 500 22 10 (60464 T8/ 1.18)
= 12 40 205 0 0 2 124 6.50 2019-12-12 03:32:58
re {13 23665 207483 ] 0 2020-01-02 19:47.01
10.91.170.113 a77562 0 o Running
NewYork a 50652 1 929 19235 1526 4518 9 10 (10285781100 ) local
[} 174447 ] 0 o 0 8 254 045 2019-12-11 23:12:51 Permanent
10333 286245 4 0 2020-01-02 18:46:21 ot
01170157 117104 0 0 Down -
Total 7 50654 2 929 19235 1526 5018 3 20.00 (707.45 T8 2.18)
NodeCount: 2 12 767030 45 205 0 [] 0 378 721 20191242 03:32:58 Ovarview L_‘_; ------ e
23865 583728 4 o 20200102 19:47.01
494886 (] v

Figure 17-Dashboard Node Details

The Second column IDS has 2 subcategories:

¢ First sub-category shows Services, Assets and Defended Alerts. Each of these are
hyperlinked to pivot to their relevant screens.

For example:
o Clicking on “Services” sub-category pivots to Policy setup->Defended services
screen.
o Clicking on “Assets” sub-category pivots to Policy setup->Defended assets
screen.
o Clicking on “Defended Alerts” sub-category pivots to View Metadata->Defended
Alerts screen.
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Figure 18-Dashboard Node View IDS Column sub-categories

Second sub-category shows Active Rules and Undefended Alerts. Each of these are

hyperlinked to pivot to their relevant screens. Clicking on “Active Rules” sub-category
pivots to Policy setup->IDS rule screen. Clicking on “Undefended Alerts” sub-category
pivots to View Metadata->Undefended Alerts screen.

Note:

Total alerts generated is equal to the sum of Defended Alerts and Undefended Alerts.

The Third column Active Triggers shows Rules that are defined by users and Events generated
as a result of these rules. Clicking on “Rules” pivots to Policy setup->Active Triggers screen.
Clicking on “Events” pivots to View Metadata ->Active Triggers tab.
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Figure 19-Dashboard Node View Active Triggers Column Rules Events

The Fourth column Suspicious Traffic has three sub-categories:

e First sub-category shows the count of Suspicious IP Addresses uploaded by the user for
that node, and the IP Alerts generated due to the uploaded IP Addresses. Each of these
are hyperlinked to pivot to their relevant screens. Clicking on “Ip Addresses” sub-
category pivots to Policy setup->Augmentation screen. Clicking on “IPAlerts” sub-
category pivots to View Metadata->SuspIPAlerts screen.

e Second sub-category shows the count of Suspicious Domains uploaded by the user for
the node, and the Domain Alerts generated due to the uploaded Domains. Clicking on
“Domains” sub-category pivots to Policy setup->Augmentation screen. Clicking on
“DomainAlerts” sub-category pivots to View Metadata->SuspDomains screen.

e Third sub-category shows the count of Suspicious (JA3) signatures uploaded by the
user for that group, and the Signature Alerts generated due to the uploaded Signatures.
Clicking on “JA3 Signatures” sub-category pivots to Policy setup->Augmentation
screen. Clicking on “JA3SigAlerts” sub-category pivots to View Metadata->
SuspSig(JA3)Alerts screen.
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Figure 20-Dashboard Node View Suspicious Traffic Column sub-categories

The Fifth column DPI Events shows events generated by the DPI engine running on each node.
It has two sub-categories:

First sub-category shows the counts for Files, Emails, Netflows, and DNS events. Each of
these are hyperlinked to pivot to their relevant screens. Clicking on “Files” sub-category
pivots to View Metadata-> Files screen. Clicking on “Emails” sub-category pivots to
View Metadata-> Emails screen. Clicking on “Netflows” sub-category pivots to View
Metadata-> Netflows screen. Clicking on “DNS” sub-category pivots to View Metadata-
> DNS screen.

Second sub-category shows the counts for TLS/SSL, HTTP, VOIP and Critical events.
Critical events counts are displayed in red. Clicking on “TLS/SSL” sub-category pivots
to View Metadata-> TLS/SSL screen. Clicking on “HTTP” sub-category pivots to View
Metadata-> HTTP screen. Clicking on “VOIP” sub-category pivots to View Metadata->
VOIP screen. Clicking on “Critical events” sub-category pivots to Configuration-
>System Events screen.
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Figure 21-Dashboard DPI Events Column sub-categories

The Sixth column Throughput has three data elements:

e MaxGbps: The maximum throughput of each node.
e AvgGbps: The average throughput of each node.
e Dropped Packets: The number of packets dropped packets of that node.

#iDashboard 4,

User:continuum  Role:Admin  AuthModelocal  Interval M

L voseonmn T es ] aemages ] e omees [ oo songe ] conngorion [ persemence
GroupName Services ActiveRules Rules IPAddresses ‘Dom: JAJ Signatures. Files TLS/SSL (CompressedTotal | Autnentication
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Figure 22-Dashboard Node View Throughput Column
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The Seventh column Storage has four data elements:

CompressedTotal is the total compressed storage used up by the capture data and
CompressionRatio is the current compression ratio. (Dividing compressed storage by
compression ratio gives the actual storage size.)

FirstPCAP of each node. This value changes every time oldest capture files are removed
to make space for the new capture files.LastPCAP of each node is the time when the
latest PCAP has been stored. This allows users to see the full duration of data of the
node.

ClusterNodeCount shows the count of cluster nodes attached to the master node.
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Figure 23-Dashboard Storage Column

The Eighth column Configuration provides information about the Authentication, Licensing,
PrecaptureFilter and ServerStatus of the node.

Clicking on “Authentication” sub-category pivots to Configuration-> Authentication
screen.

Clicking on “Licensing” sub-category pivots to Configuration -> Software Management
screen.

Clicking on “PrecaptureFilter” sub-category pivots to Policy Setup-> PrecaptureFilter
screen. The aggregated configuration of all nodes in the group can be viewed by clicking
on the Overview....” hyperlink.
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Figure 24-Dashboard Configuration Column Aggregated Overview details

The Performance Throughput Graph allows the user to view thumbnail view of each node's
throughput. Clicking on data points of the thumbnail shows a dialog box with more detailed

version of the graph.
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Figure 25-Dashboard Node View Performance Throughput Graph
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The Action column has the Pause/Resume button and delete button. User can pause or resume
the capture server of an individual node by clicking on the Pause/Resume button. Clicking on the
delete button deletes the node from the associated group.

Note:

e The node->group association is symbolic. A node is never affected by removal from a
group. The deleted node can be added to a different node or re-added to the same group if

desired.
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Figure 26-Dashboard Node View Action Column
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6 POLICY SETUP TOOL

The policy setup tab allows the user to upload and update a category of policies for all the
federated nodes in a group. The sub-menu items are as follows:

Defended Assets — Trusted Assets defined by IP address.

Defended Services — Defended Services defined port, priority, and description.
IDS Rules — Intrusion Detection System Rules.

ThreatIPs — Unsafe IPs that generate an alert.

Active Triggers — Generate an alert based on a specific event.

PreCapture Filter — Filters network traffic before writing it to disk.
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6.1 DEFENDED ASSETS

Assets are registers of IP addresses that are approved or recognized and considered to be safe within the

network traffic. Since assets are considered as a reliable resource, a low priority alert is generated, and no

further action is taken. Assets can be defined based on two categories.

e Critical IPs - These IPs represent critical infrastructure of an organization.

e Trusted IPs — These IPs represent hosts that are part of an organization or its partners. They are well-
known and their state/purpose well-understood.

This application allows the user to create a user-defined list of Critical IPs /Trusted IPs and upload/apply
them for alert monitoring.
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Figure 27-Policy Setup Overview

6.1.1 User Defined Assets File Format
Users can define a list of assets in a esv file as per the format below:

e First column of each row should state an [P address (resource)

e Second column (optional) of each row should describe the resource in the first column. This is
optional but generally a good practice for easy reference.

Example of a CriticallPs csv file:
192.1.1.1, System1

10.1.1.2

1.2.3.4, System2

Loy | ™ Qrind
Select Defended Assets I—
from the Policy Setup drop
down menu. Use the upload tool in the
associated panel to define a
list of Critical IP’s.
IBTrusted [Ps

IFigure
28-Policy Setup Upload

6.1.2 Upload User Defined Assets File

e Create a <Filename>.csv file on your local system.
e Click on Upload button.
e Select file from the local system to be uploaded.
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Figure 29-Policy Setup Upload User Defined Assets

o Ifthe file contents are valid, the server adds the file to the list and prepends a timestamp to the
filename.

e When an alert is generated due to a rule, the alert is displayed in Threat Hunting Workflow — IoC
Manager — Defended Alerts tab, if the alert's source or destination IP address is a defended asset
AND the alert's source or destination port is a defended service.

e  When an alert is generated due to a rule, the alert is displayed in Threat Hunting Workflow—IoC
Manager — Undefended Alerts tab if the alert's source or destination IP address is NOT a defended
asset OR the alert's source or destination port is NOT a defended service.

a0y R Critical TPs List. =
ECritical IPs _®Upoan... i (51190 a0, cre ey Gbind
Name Actlon Resoulco DBescription

1513921283530_CtcailPs.csv = 112

Nama Action

1513521572389 _Trusted|Ps. cay m

Figure 30 - Policy Setup View User Defined Assets

e To view the contents of the file uploaded simply click view button next to the file.
e To do a text lookup simply type in the desired string in the Find textbox.
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ﬁ
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Figure 31 - Policy Setup Delete Critical/Trusted IP List

e To delete an active Critical/TrustedIP list, click the delete button. Once deleted, the resources
contained in the list are no longer active.

Note: A guest user cannot Upload/Delete CriticallPs or TrustedIPs.

6.2 DEFENDED SERVICES

This tool is used to define the list of services that are defended. There are four types of defended services
discussed in this section:

e Predefined Unmapped Services
e Activated Defended Services

e Defended Services

e Unmapped Services

6.2.1 Predefined Unmapped Services

These are list of frequently used service ports included with the application. These can be activated by
clicking on the activate button. Once activated, an alert is triggered with defended asset and a defended
service as part of its 5-tuple. This alert is displayed in Threat Hunting Workflow — IoC Manager —
Defended Alerts tab.

Note: When an alert is triggered with either a defended asset or a defended service or neither, the alert is
displayed in Threat Hunting Workflow — loC Manager — Undefended Alerts tab.
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Figure 32 — Policy Setup Predefined Unmapped Services

6.2.2 Activate Defended Services

Besides a predefined list, the application also allows the user to create/activate their own defended
services by entering the port number, priority and description. Once activated these appear under the
Defended Services column as activated.
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Figure 33 — Policy Setup Activate Defended Services

6.2.3 Defended Services

This panel displays all the active defended service ports. These defended services are also displayed in the
dashboard defended services graph if there is a match for defended IP and defended port. Whenever an
alert is triggered with defended asset and a defended service as part of its 5-tuple it is displayed in Threat
Hunting Workflow — [oC Manager — Defended Alerts tab.
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Note: When an alert is triggered with either a defended asset or a defended service or neither, the alert is
displayed in Threat Hunting Workflow — loC Manager — Undefended Alerts tab.
e Clicking on upload allows the user to upload a csv file with multiple service ports.

o File Format must be <port number>, <Priority>, <Description>

Note: The Priority is case sensitive. There are 3 priority namely: Mission Critical, Operational and
Essential.

Clicking on Download allows the user to download all activated service ports.
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Figure 34 — Policy Setup Defended Services
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6.2.4 Unmapped Services

This panel displays any services that were once active. These services can be reactivated by clicking
activate or deleted by clicking delete button respectively.

¥Dashboard 4 Policy Setup ® Investigator Q Searct
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Figure 35— Policy Setup Unmapped Services
6.3 IDS RULES

Signatures play a very important role in Suricata. The system is shipped with several packaged rulesets.
When enabled these rules generate alerts based on the actions specified in the rules. These alerts can be
viewed in the Threat Hunting Workflow—IoC Manager — Defended Alerts (Only if the alert's source or
destination IP address is a defended asset AND the alert's source or destination port is a defended
service.) or Undefended Alerts tab (Only if the alert's source or destination IP address is NOT a defended
asset OR the alert's source or destination port is NOT a defended service). The IDS rules tab allows the
user to:
e Choose a set of available rules sets to be loaded for monitoring. Each ruleset has its own count which
is displayed in brackets next to the rule name.

e Clicking on an available alert rule set, displays the details of the rules for that category. These rules
can also be downloaded to the system.

e User can view, activate, deactivate or delete pre-installed and user defined rules.

e Deleting an active ruleset also deletes the ruleset from the active list and the ruleset is no longer
available.
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Figure 36 — Policy Setup IDS Rules
e Create/upload user defined rulesets and activate them in the application. (Refer section 6.3.1 for more
details)
e Only the type of protocol and associated description is displayed for a listed alert rule file.
o To view an alert rule file the user must click the desired alert file for display (Only the selected alert
rule file data is displayed)
e The monitoring application allows up to 54K set of rules to be active at any one time.

e Ifa user uploaded IDS ruleset has one or more errors, this ruleset is shown with E42 icon.
Clicking on this icon will download a csv file with error text.
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Figure 37- Policy Setup Error

e IDS does not allow duplicate file names. If a user uploads a rule file which has same
name, the user is prompted to remove the existing file or to rename the file to be loaded.
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Figure 38-Policy Setup Duplicate Filename Error Warning

e The monitoring application allows up to 54K set of rules to be active at any one time.

6.3.1 Creating and Uploading User Defined IDS Alert Rulesets

Besides the list of extensive rules and signature based alerts which come packaged with the system, the
application also allows the user to define their own rulesets and upload/activate them for alert monitoring
based on their specific needs.

e In order to create a ruleset, it is important to understand the rule format supported by Suricata.

Note: Please refer to Appendix G “Understanding Rulesets” for more details).

e Once the user is familiar with the rule format it is easy to create user defined rule-set. These rules
must be created in a plain text file and saved with extension (.rules), in order to be recognized by the
application.

e Once the rule is created/saved, it can be uploaded into the application to produce desired alerts.

Perform the following to create and upload a user defined ruleset file:
Step 1
e C(Create a plain text file using a note pad (Windows) or vi editor (Linux/Unix)

e Type in the ruleset in the correct format (Described in the section - Understanding a ruleset
Appendix F) and save with extension as (.rules).

Example:

| UserDefined.rules - Notepad = O X

File Edit Format View Help

pass tcp [192.168.16.11/20] any -> any 1616 (msg:"[abcd not is OK]"; sid:59890; )
alert ip [1.1.127.126] any -> any any (msg:"[1.1.127.126 is OK]"; sid:3e0; )

alert ip [1.1.66.11/10] any -> any any (msg:"[1.1.66.11/10 is working]™; sid:302; )

Step 2

Page 37 of 126



Q) SentryWire

PACKET CAPTURE PLATFORM

User Guide
January 30, 2020

e On the UI go to Policy Setup—IDS
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Figure 39-Policy Setup Upload Step 2
e Click on upload button at the top.
e Select the ruleset you want to upload.
e Once uploaded, click the ruleset to display its contents.
e Click “Activate Ruleset” to activate the User Defined ruleset. All activated rules appear in the

activated ruleset column.

e Once the ruleset is activated, the capture server generates an alert, as defined by the alert ruleset.
These alerts can be viewed in the Threat Hunting Workflow—IoC Manager — Defended Alerts
(Only if defended asset and a defended service are part of its 5-tuple, and alert's source or destination
IP address is a defended asset AND the alert's source or destination port is a defended service) or
Undefended Alerts tab (Only if the alert's source or destination IP address is NOT a defended asset
OR the alert's source or destination port is NOT a defended service).

(UDefendedAlerts |€*SuspDomains JA3)Alert: pl AL #ActiveTriggers ENetFlows @DNS ik Files () HTTP & Email 8TLS/SSL \VOIP i UserAgents

Q Search Logs.
Fodorated Nodes

{WBrevpege

Timestamp

Sessioninfo

olune 113
Begin Time loc

End Time

Log Search Filter (7]

EHTTP SEmall BTLS/SSL LVOIP i UserAgents

ORefishPage,  kDownioad B Copy f ClipBoard|

ODefendedAlerts ©SuspDomains JA3)Alerts

SR Federated Nodes.
.
Figure 40-Defended vs. Undefended Alerts
e To stop receiving alerts for User Defined Ruleset simply click on the Deactivate ruleset button. The

ruleset is still available in the Ruleset library and can be reactivated until deleted permanently.
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Note: A guest user cannot Add or Delete rules.

6.4 AUGMENTATION

Augmentation allows users to upload additional data that can be used to enhance the value of
stored data and allow data correlation.

Augmentation panel allows users to upload 4 types of meta-metadata that allows analysts and the
DPI engine to augment it. Note: The system comes preloaded with all Suspicious TLS/SSL
Signatures, Suspicious IP Addresses, Suspicious Domains and Malware . A user can also upload
their own list for monitoring.

e Suspicious TLS/SSL Signatures
o JA3 is a method for creating TLS/SSL client fingerprints that should be easy to
produce on any platform and can be easily shared for threat intelligence.
o Clicking on the hyperlink Suspicious TLS/SSL Signatures will display all the
currently uploaded Suspicious TLS/SSL clients in Kibana.

- - Z B ja3 o @
uﬁ wﬁ [C New Sa Open Share Inspect
m w By ear KQL C Refresh
- = ©
3+ Add fiter
|7
I
ja3r v 70 hits Reset search
& = _sourc
Selected fields et
o} i > JA3: b3B6946aSadddiddccBd3be7S336dTee Description: Dridex _id: oMRKYWSBpZXwqfTBvzfW _type: ssltls _index: ja3_e1@1262e
" o | [oscore ;)

ion: Adware _id: OCRKYWSBPZXwqfT8vzfWl _type: ssltls _index: ja3_81012028

[ ]

tion: Dridex _id: osRKYWBBpZXwqfTBvzfWl _type: ssltls _index: ja3_@1812828

JA3: 1aa7bfgh97e548cabedd75f7b8384bfa Description: TrickBot _id: oSRKYWSBpZXwqfT8vzfW _type: ssltls _index: ja3_@1812820

B & a

JA3: 3dBIcBdfb1fad4911b8fa7523ef8dedb Deseription: Adware _id: pMRKYWSBpZXwqfT8vzfWl _type: ssltls _index: ja3_81812028

Figure 41-Policy Setup Suspicious TLS/SSL Signatures

o When a Suspicious JA3 appears in the traffic the system generates an alert. This can
be viewed in View Metadata—> SuspSig(JA3)Alert tab for each Group:Node.

o To upload a user desired list for JA3 simply click on the upload icon. The user can
then upload a .csv file that must contain JA3 signature name, comma separator and an
optional description. ( For more details on upload please refer to section 4.4.1)

o The user can also download a list by clicking the download button as a csv.

e Suspicious IP Addresses
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o These are class of IP addresses that are considered as unsafe and unreliable within a
network traffic.

o Clicking on the hyperlink Suspicious IPAddresses will display all the currently
uploaded Suspicious [IPAddresses in Kibana.

#, Policy Setup @ Investigator

o = Z B oiscover e @
= “ W © New Save Open Share Inspect
= w W # v Search KaL G Refresh
bt ek ®
" suspicious-ip* v 1,486 hits
[
PE— description SusplPAddress
) P port 447, TrickBot 107.172.29.110
B | ¢ cspis > port 88, Heodo 218.224.65.117

Available fields o

t _id
éh

t _index
~
= # _score

g v o ype

B g

Figure 42-Policy Setup Suspicious IPAddresses

o When a SuspiciousIP appears as source IP or destination IP in the traffic the system
generates an alert. This can be viewed in View Metadata—> SuspIPAlert tab for each
Group:Node

o Toupload a user desired list for SuspiciousIPs simply click on the upload icon. The
user can then upload a .csv file that must contain SuspiciousIPs name, comma
separator and an optional description. ( For more details on upload please refer to
section 4.4.1)

o The user can also download a list by clicking the download button as a csv.

e Suspicious Domains
o Domain names are an important avenue to investigate security incidents or to prevent
some malicious activity to occur on your network.
o Clicking on the hyperlink Suspicious Domains will display all the currently uploaded
Suspicious Domains in Kibana.
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Figure 43-Policy Setup Suspicious Domain

o When a Suspicious Domain appears in the traffic the system generates an alert. This
can be viewed in View Metadata—> SuspDomain alert tab for each Group:Node

o To upload a user desired list for Suspicious Domain simply click on the upload icon.
The user can then upload a .csv file that must contain Suspicious Domain name,
comma separator and an optional description. ( For more details on upload please
refer to section 4.4.1)

o The user can also download a list by clicking the download button as a csv.

e Malware
o This category allows users to upload known bad md5sums for allowing the software
to identify/alert when a file with bad mdSsum is being transmitted.
o Clicking on the hyperlink Malware will display all the currently uploaded mdSsum in
Kibana.
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Figure 44-Policy Setup Malware

o When a Suspicious Malware appears in the traffic the system generates an alert. This
can be viewed in View Metadata—>Malware alert tab for each Group:Node

o To upload a user desired list for Malware simply click on the upload icon. The user
can then upload a .csv file that must contain Malware name, comma separator and an
optional description. For more details on upload please refer to section 6.4.1

o The user can also download a list by clicking the download button as a csv.

6.4.1 Uploading Augmentation
User can upload augmentation data in a csv file format as below.

e First column of each row should state a resource
e Second column (optional) of each row should describe the resource in the first column. This is
optional but generally a good practice for easy reference.

Example of a SuspiciousIPs csv file:

172.20.17.67, system1
100.100.100.104, system?2
8.8.8.8

8.8.4.4, system3

To upload the data simply click on upload icon. Once uploaded they are displayed in Kibana.
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Figure 45-Policy Setup Upload Augmentation file

6.5 ACTIVE TRIGGERS

Active triggers allow you to get alerts when you specify an event to cause the trigger.

For example: You can specify an IP address as the search filter and you will see an alert when traffic
containing the IP address is captured.

e To generate a trigger specify the trigger name and time frame (Seconds Before and Seconds After)
and a valid BPF filter.

o The Add button allows the user to create an active trigger (max 100)

e The delete button allows you to delete the configured trigger.
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4 Policy Setup @
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Figure 46 Add Active Trigger

UDefendedAlerts $SuspDomains ©SuspSig(JA3)Alerts $Malware $SusplPAlerts BUndefendedAlerts @ActiveTriggers ENetFlows @DNS ¥ Files () HTTP & Email &TLS/SSL \VOIP g UserAgents

Q Search Logs Active Triggers: nc_113
Federated Nodes
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Begin Time

End Time

Log Search Filter [7]

Max Rows

Figure 47 - View Active Trigger Events

o The trigger events can be seen in the Threat Hunting Workflow = IoC Manager = Active triggers
tab.

e Clicking on an active trigger event will automatically fill out a search request within the specified
time parameters around the triggered event (Seconds Before and Seconds After).

Note:
Please refer to Appendix D for more information about the BPF filters supported by the application
A guest user cannot add or delete Active Trigger.

6.6 PRECAPTURE FILTER

PreCapture filter filters network traffic before writing the traffic to disk. A PreCapture filter can be
specified within the PreCapture Filter menu. PreCapture Filter can be set in one of two methods discussed
in the following sections.

Note:
If a BPF filter is set and a set of IPaddresses are loaded, the BPF filter is ignored.
A guest user cannot add or delete PreCapture
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6.6.1 Applying a Berkeley Packet Filter (BPF)

A capture filter can be applied in the form of a BPF filter. As a BPF filter the PreCapture takes the form
of primitive expressions connected by conjunctions (and/or) and optionally preceded by not.

e To specify a PreCapture filter fill out the "Filter Name" and "Search Filter", then select the "Set"
button to apply the PreCapture filter.
e Select the delete button to permanently delete the filter.

Below are some use cases examples of PreCapture filter application:

"not dst port 80" will drop all traffic destined for port 80
"host 1.2.3.4 or host 1.1.1.1" captures only the traffic for these two hosts while filtering out the rest of
the traffic.

i Precaprure Assets Details()

i=PreCapture Assets W
ction

Figure 48-Applying BPF Filter
Notes:

o A detailed list of valid BPF filters supported is provided in Appendix D

o When a valid BPF filter is applied the status bar reports “PreCapture filter: On”

o When an invalid filter is applied “PreCapture filter: Off” status is displayed both on dashboard and
PreCapture filter tab status bar.

6.6.2 Uploading PreCapture Assets as a File

In addition to the BPF filter, the application also allows the user to upload a list of IP addresses to be
applied as a PreCapture filter. Multiple files that contain a list of valid IP addresses can be uploaded at the
same time. The application allows only a maximum of 32 unique IP addresses to be applied at a given
time.

Note: If a BPF filter is set and a set of IP addresses are loaded, the BPF filter is ignored.

Perform the following to create and upload a PreCapture Filter:
Step 1: PreCapture Assets File Format

Users can define a list of IPs intended to be applied as PreCapture filters, in a csv file as per the format
below:

e First column of each row should state an IP address (resource).
e Second column (optional) of each row should describe the resource in the first column. This is
optional but generally a good practice for easy reference.
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Example of a PreCapture Assets csv file:
1.2.112.6, System1
1.2.30.6

Step 2: Uploading a User PreCapture Assets File

e Create a <Filename>.csv file on your local system.
e Click on Upload button.

e Seclect file from the local system to be uploaded.

E PreCaptureFilter Precep HCritical Alerts w
Filter Name Search Filter Action TimeStamp Message
I i . D
U
Re
ged
PreCapturcFilter Reset
- i Precuptune Assets Details()
iSPreCapture Assets
IPAddress Name
Name
@ Open X
“ v A 1 > ThisPC > Desktop > 409TestBed vy s »
Organize = New folder - @
A Name (2] Date modified pe 2
o Quick accass |0’ PrecaptureAssetListesv 4/20
wmDesktop 4 |
4 Dovnloads  #
Documents
& Pictures o
File name: v All Files
Open |v] Cancel

Figure 49 Uploading PreCapture Asset File

e The figure below depicts one PreCapture IP asset list containing 13 IP addresses.
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[ ] o r ©H c3
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& rd & Policy Setup @ Ir rQ

_ i Precapture Assets Details
B PreCaptureFilter NodeName:nc_130
FileNi 2177253 _F isLesy
NodeName Filter Name Search Filtor Action
IPAddress Name
BostonMA:nc_130 Filter1 udp ﬁ
NashuaNH:nc_113 Fitert wip -
=PreCapture Assels
NodeName Name
BostonMA:nc 130 1580182177253 PrecaptureAssetList csv
NashuaNH:nc_113 1580182177253_PrecaplureAsselListcsv
°

Figure 50-Sample Pre-capture IP Asset List
e As more files are uploaded, the application takes the first 32 unique IP addresses and allows the
traffic only if source IP or destination IP is among these 32 addresses.

Note: A guest user cannot add or delete PreCapture.
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7 INVESTIGATOR

Investigator panel allows users to view Kibana Dashboard and Discover views of each federated node. It
also allows the users to create a search across all selected nodes for further analysis.

Users can switch to the desired Kibana Discover window by selecting a node from the list displayed in the

left sub panel.

7253_PrecaptureAssetl ist.csv

IPAddress.
121126
12306

i=PreCapture Assets

Name.

1580182177253 PrecaptureAssetList.csv

NashuaNH:nc_113 1580182177253_PrecaplureAsselList csv

Name

Figure 51-Policy Setup Kibana Node Selection

The following types of metadata are available for analysis and discovery through Kibana:

Event Type KQL Search Filter
Alert event_type:'alert’'

File event type:'fileinfo'
DNS event_type:'dns'

SMTP event type:'smtp'
ActiveTrigger event_type:’activetrigger’
HTTP event_type:'http'
TLS/SSL event_type:'tls'

SMB event_type:’smb’

VOIP event_type:’voip’
Suspicious IP Alerts event_type:’suspip’
Suspicious Signature Alerts event_type:’ja3’
Suspicious Domains event_type:’suspdomain’

7.1 CREATE SEARCH WORKFLOW
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1. Once inside the Kibana Discover view of the node, select one of the displayed documents
to view details(by clicking on the > of the document).

@ Investigator Q

© Creato Sos il. NodeName:nc 113 NodelP: 10.81.170.113 M
K . Discover o] e

Federated Nodes

Available fields o r = = ) -
© £ ol
Popular H e
8
d { ‘ ’ ‘ W
t alertaction ([l m W
o s 2 3125 ; i . 5 =
# alertrev timestamp per minute
St community.id
Time + _source
Bt emailfrom
./un 17, 2020 © 14:11:11.957
£t fileinfofilename

16.pcap.cz.ignore peap_cnt: 65,176,118

22 dest_port: 36,610 p

8 community_id: 1:hc/zEOC

GZkp16Cs1JIBFT=

alert.action: allowed alert.gid: 1

& ature_id: 1 alert.signature: File Found over SHTP and stored
# flow_id
= it oo Expanded document View surrounding documents  View single document
=
L Table ~ JSON
&t _inde
t _id PC7t168BqQY20eQ7r YK
i s
t _index investigator_438691
@ t slertcategory ,
@ t _typ netadata
_ #
- t alert.acti allowed .

Figure 52-Investigator Window

2. Click on JSON hyperlink. This shows the JSON data for this document. Top right corner
of the JSON view panel shows an icon that allows users to copy the JSON data being
shown.

@ Investigator Q

NodeName: nc_113 NodelP: 10.91.170.113

. Discover (s} e

Federated Nodes

Time « _source
t
® Ja 1
t
I
=
& »
©1 # flowid

£ Expanded document

® t protwo
s 1
) Table | JSON

{

_source": {
timestamp” :
flow id": 4
nc_id":
pcap_cnt”:
event_type”:
src_ip®: "204
src_port”:
dest_1p":
dest_port”:
proto”: i -

3. Click on Create button of the left sub-panel. A dialog box appears with a search name
filled in and an area to paste the copied json data.

4. Users can modify the search name if desired.

5. Paste the copied JSON data and click the “Create Search” button.
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@ Investigator

Create Search

2
” Search name can be | y

Paste the json
data here

+ 2020-01- (TS 111 STBAT-0000",
“flow_id': 427312853017507,
“nefd:

Figure 53-JSON Create Search

6. This allows the server to create a search based on the pasted JSON data on all the
selected federated nodes.
7. Once the search is submitted successfully, the following alert is displayed.

1091.1 1 says

Figure 54-JSON Search Success Alert

8. Each selected node will perform the search and return results to the Search panel.
9. To view and manage these searches, switch to the Search panel from the main menu.

7.2 INVESTIGATOR DASHBOARD
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Once inside the Kibana Discover view of the node, clicking on the Investigator Dashboard
button will switch to Kibana Dashboard view for the selected node.

@ Investigator Q

M NodeName: nc_113  NodelP: 10.91.170.113 M
- K . Dashboard  Investigator_Main_DB 0 @
Boston:nc_1
® Full screen Share Clone Edit
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# v Search KQL f# v Last1day Show dates C Refresh
@ + Add filter
&
= Network Connections Files
&0 /en-usjiveuie/preinstan
& SourcelP DestiP Count ADAaCHn
10.91.17 10.91170.1 7.
L7022 RALI/0186 Ll gq1fiXnQXgeywwnRqTQS.txt
& 10.91170.22 2041116106 688
. fisapilredir.dl
10.91170.22 10.91.170.1 385
/menu/img_menu.gif
1921681611 192.16815.67 5347 =
Iminitri.fig
(= 1921681611 192.16815.64 4,474
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1921681611 192.16815.93 3,980
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o
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Figure 55-Investigator Dashboard
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8 SEARCH

8.1 SEARCH PANEL OVERVIEW

The Search panel allows users to create and manage searches, view individual streams, objects and
packets of each search. All search data can be viewed, analyzed and optionally downloaded by authorized

users for further analysis.

Completed(69)  InProgress(0)

SearchName NodeName Us

fn nc_113 ool
fms_2020 01 21_12 56 08 836 |nc 113 co|

Figure 56-Search Séreen
The Search screen is divided into two main panels:
1. Left panel allows the user to :
e Discover - This button shows search events as logged in ElasticSearch/Kibana store.

Search creation events, search completion events, search deletion events and any other
search related events are displayed in this window in reverse chronological order.
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Figure 57-Search Discover Button

o Create Search - This button opens a popup window to allow users to create a search. For
more info on creating a search please refer to section 6.1

Q Search

Create Search

{3 2020_01.28.00_35_43_404

BeginTime
2020-01-28 05:26:43
EndTime
2020-01-28 05:35:43
‘Search Filter
bpf <bpffilter> logtext <logsearchfilter>
MaxPacketCount
1000

Stream Search Results

Figure 58-Create Search Button

¢ Find Text area — Displays content with the matching text only.
e Completed- This tab shows all the completed and cancelled searches. To see the
username of each search and delete option, search scroll to the right (as shown in the
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picture below). Clicking on the hyperlinked Search name or node name displays the
stream view of the clicked search.

r Q Search @&

Completed(69) |  InProgress(0)

SearchName NodeName UserName

13 continuum | &

1.2 nc 130 c
1.25_19 1280 113 continuum | @
2 Clicking on Search uum | 8

name or node name
s 20 opens the Stream View puum | B[}
for in depth analysis
gzTTzETreTrr—regmhuum | @]

19 32 11.280_ nc 130  continuum | @

Figure 59-Completed Search View

e InProgress- This tab shows the list of searches that are in Pending/InProgress state.
Scrolling to the right allows the user to delete any search in Pending/InProgress state by
clicking on the delete icon.

Complcled(ﬁﬁ)l InProgress(1) |

SearchName Status(PCAPCou

| 958

Scroll to dolets
search in progress.

Figure 60-Search InProgress screen
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Pending View of a search

SearchName Status(PCAPCount,TotalSize)
fms_searchi_fms_2020_01_2 Pending b4
6_20_54_05_424
fms_search2_ms_2020_01_2 Pending b 4
6_20_55_13_31

InProgress View of a search

SearchName Status(PCAPCount,TotalSiz
fms_2020_01_28_09_59 53 InProgress(277, 14.00 GB) x
221

Note:

» Searches are split into 64MB PCAPs for ease of downloading and viewing by tools such
as Wireshark. For small searches, the search may be completed before the status changes
from InProgress... to include the pcap count. For larger searches, user will see the count

and the search size in bytes go up while the search is in progress.
» Multiple searches can be in progress simultaneously.

» Clicking on X cancels a search in progress. It can then be deleted from Completed

searches tab.

e Delete All Searches- This button allows the user to delete ALL searches across all nodes

of all selected groups. This action is not reversible.

Completed(69)  InProgress(0)

SearchName NodeName Us

Figure 61-Delete All Search screen and button

2. Right panel allows the user to:

Page 55 of 126




SentryWire

PACKET CAPTURE PLATFORM User Guide
January 30, 2020
e View and analyze the search streams and packets, objects extracted, and, manage a
specific search.
e To view search streams, simply click on a search. This displays the Streams List
available for the search selected.

e The Streams view is further divided into a Packet list and Stream info sections.

o Clicking on a particular stream displays packet data within the selected
stream along with the stream info (the Follow TCP|UDP Stream view of the
selected stream) Note: Packets list and StreamInfo are not populated until
a stream from this list is selected.

o Once a stream is selected from the Streams list, the packets belonging to this
stream are displayed in Packets list as shown the picture below.

Q Search &
Compietedia) | WP i) 1721691713043 top H7,45:145:146:90 Timestamp Source Destination Protocol Length  Packetinfo Expertinfo
omplete nProgress| = vy AT
QRO /15000 00p 2SS eI0S S0 > 1579813207.786819248 172.1 66.249.91.83:80 TCP 120 POST /mailichannel/bind?al=6¢20bS 4165995
Ry NodeName Ul 216.251.105.12080 tcp 172.16.9.171:3044 111bCdS52458VER=28S!
{ms_2020 6 g 207.68.179.219:80 tcp 172.16.9.171:3034 > 1579 HTTP 105 POST /mailichannel/bind7at=6c2dbSi4e 165995~ Chat
111bcd552458VER=28S! m
172.16.9.171:31 tep 64.4.15.61
£:109 D36 op 044176180 > TCP 60 28374 80 [ACK] Seq=1578 Ack=235 Win=17286 Len=0
131.107.113.76:80 tep 172.16.9.171:3008 > 7 172.16.9.171:2047 TCcP 62 20474 80 [SYN] Seq=0 Win=16384 Len=0 MSS=1460
65.54.239.214:80 top 172.16.9.171:3021 SACK_PERM=1
e e CTTaTom0 > TCP 62 804 2047 [SYN, ACK] Seq=0 Ack=1 Win=4380 Len=0
MSS=1460 SACK
56,240 tcp 172.16.9.171:2837 .
66.240.51.83:00 fop:172.16.9.171 283 > TcP 60 20474 80 [ACK] Seq=1Ack=1 Win=17520 Len=0
207.46.213.123:80 tcp 172.16.9.171:3049 > HTTP 453 GET /images/cssiwhitepixel.gi?1175694378181 HTTP/1.1
216.251.105.120:80 tcp 172.16.9.171:3042
Y S AT L) > HTTP 449 HTTP/1.1 200 OK (GIF89a)
> TcP 60 29474 80 [ACK] Seq=400 Ack=396 Win=17125 Len=0
172.16.9.171:284 72.14.217.189:80
> HTTP 482 GET /particulierenvintermetbankieran/ HTTP/1.1 (Cha
o| 172.16.9.171:3042 tep 216.251.105.120:80 part
84.53.136.152:80 tcp 172.16.9.171 = 702 72.16.9.171:2047 TcP 1514 HTTP/1.1200 OK [TCP segment of a reassembled PDU]
Click a stream to 53 .
172.16.9.171:3044 tcp 216.251.105] < ket ang 8699413 0.2080 0 TCP 1514 804 2047 [PSH, ACK] Seq=1856 Ack=828 Win=5207
T T V'e‘;’ paci Ie 'an Len=1460 [TCP s
721 17.18¢ tep 172.16. T
4 i » 4 streaminfo 31 1 171:2047 0 TCP 60 20474 80 [ACK] Seq=828 Ack=3316 Win=17520 Len=0
172:16.9.171:3034 top 207.69,179.219 > 157981 172.16.9.1712047 TCcP 1514 804 2047 [PSH, ACK] Seq=3316 Ack=828 Win=5207
172.16.9.171:2653 tcp 145.72.70.20
SW-149 o1 172.16.9.171:2837 top 66.249.91.63:80 e LRty I
m 23_17_26_51_833 <
e v ide | [ | 172:18-171:3033 kep 213.190.166.30:80 POST /Config/MsgrConfig.asmx HTTP/1.1 Accept: */* SOAPAction: "http:/iwww. lientGetClientConfig" Content-Type: text/xml; charset=uti-8 Content-Length: 447 User-Agent
0‘ = = [Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; MSN Messenger 7.5.0324) Host: config.messenger.msn.com Connection: Keep-Alive Cache-Control: no-cache Cookie.
MC1=V=38GUID=1053358a774d6/a0d1 00651 123a86; h=MSFT, CULTURE=EN-US;ushpovr=MSIF-SITSIE SID bW ushpci=0H 0.11G 01 0.11R.0.1caplC 0.1 g nevyorkayIL 0.1 LN-WNBC;
SNY0996; MUID=3EC: ushppr=H:1:070404; zip=1000; ANO! E=5508W:
INAP=V=1.584E=4&C=K2IxctJPRZlaaYHJd!1Yry DWFU7DKLVNIEYGBQLkRISFDIMuRthme&W 1 447 <?xml version="1.0" encoding="utf- B ?> <soap:Envelope xmins:xsi=" h\lp/lwwwv@o g/2001/XMLSchema-
S 29 instance" xmins:xsd="http:/www.w3.0rg/2001/XMLSchema" xmins:soap=" "><50ap: (Confi xmins="htp:/ww.msn. oom/websorvlmslMassongelC!un|>
172.160.471:3048 101.162.215:80 <ciientinfo> <Country>NL</Country> <CLCID>0409</CLCID> <PLCID>0408</PLCID> GetCiientC 536 type="3"
Iname="P2P">~Eniry hr="0x82000012" action="3" A=Eniry hr="0x82000013" action="3" /><Entry hr="0xB2000016" acton="3" £=<Entry hr="0x82000017" action="3" /><Entry hr="0xB2000018" action="3" /~<Entry
172.16.9.171:3021 tcp 65.54.239.214:80 hr=" " acton="3
m: Wl . tablom_wink® J 536 0oltip> msn.nlimg/nl/ni-
213.199.166.30:80 tcp 172.16.9.171:3033 \ab. Jic.msn.comic.gif mn.
_ 1721601171909 100 5415319616080 Jicp.intl.maich, heart_msnn Dating - Match com Dating - Match.com Nederland</tooltip>
men 536 /. mn.comic o Amnin man

Figure 62-Search Stream view

o Several column data have been hyperlinked.
= Clicking on any hyperlinked info takes to the All Packet view for
further analysis.
= Clicking on a packet’s Timestamp hyperlink in this column will
pivot to Packets tab to display all the packets with the same
timestamp.
* Clicking on a packet’s Source hyperlink will pivot to Packets tab to
display all the packets with the same source IP and source port.
* (Clicking on a packet’s Destination hyperlink will pivot to Packets
tab to display all the packets with the same dest IP and dest port.
* Clicking on a packet’s Protocol hyperlink will pivot to Packets tab to
display all the packets with the same Protocol.
o The Find Text input area allows the user to find packets with the supplied
text within the Packets list. This will not pivot to Packets tab.
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= [r— |
)4, 45,14
: 172.16.9.171:3043 tcp 87.233.145.146:80 e Gowcd Deatraon Protocol Length Packetinfo Expertinfo
Compisted(20), | mFrogrese(l) 172.16.9.171:3039 tcp 213.244.168.235:80 o -
> 1579813207.786819248 172.16.9.171:2837 66.249.91.83:80 TP 120 POST /mailchannel/bind?at=6c2db5i4e1e5995-

(e NodeName U] 216:251.105.120:80 tcp 172.16.9.171:3044 111bcd552458VER=28S!
- - 207.68.179.219:80 top 172.16.9.171:3034 > 1579813207.786819248 172.16.9.171:2837 66.249.91.83:80 HTTP 105 POST c POST
il o T a2 O - e 111bCd552458VER=28S /mailichannelbind?at=6c2dbS1

o Py 3 1
fms_2020 0127126010386 jw 149 o[ 172-16.0.171:3036 tcp 64.4.15.61:80 > 1579813207.786825965 172.16.9.171:2837 66.249.91.83:80 TCP 60 28378 80 [ACK] Seq=1578 Ack=235 Win=17286 Len=0
ims_2020.01.24_15.51.48.227 _ jow_140 _ Jod|[151:102319.76:00 Koy 172.16,9.171 5006 > 1579813207.786980837 172.16.9.171:2947 145.72.70.2080 TP 20478 80 [SYN] Seq=0 Win=16384 Len=0 MSS=1460  (Chat/Sequence): Connection establish
fms_2020 0124 09 28 13200  sw_149 o1 65.54.239.214:80 top 172.16.9.171:3021 request (SYN)
ms_2020_01 24 09 27 07503 |sw_149 ol 172.16.9.171:3008 top 131.107.113.76:80 > 1579813207.786980837 145.72.70.20:80 172.16.9.171:2047 Te Clicking on any ] Seq=0 Ack=1 Win=4380 Len=0 (Chat/Sequence): Connection establish
fms_2020_01.24.09.21 47.590  sw_149 | g5 749 91.83:80 top 172.16,9.171:2837 hyperlinked info takes to acknowledge (S

P > 1579813207.786980837 172.16.9.171:2947 145.72.70.20:80 the All Packet view f h=1 Ack=1 Win=17520 Len=0
fms_2020_01 240920 43 331  sw_149 o e All Packet view for
207.46.213.123:80 tcp 172.16.9.171:3049 > 1579813207.786980837 172.16.9.171:2947 145.72.70.20:80 further kel.gif?11 HTTPA1  (ChausS GET

fms_2020_01_24_09_02 43 450  sw_149 2 s/ t?

- 216.251.105.120:80 tcp 172.16.9.171:3042 jmagesicssiwhitopixel gif?1175
(m_2020.0104.00.58.00.678 w0 Jod e wp 172.16.9.171:3046 > 1579813207.786994131 145.72.70.20:80 172.16.9.171:2947 HITP 449 HTTP/1.1 200 OK (GIF89a) (Chat/Sequence): HTTP/1.1 200 OK\An
fms_2020_01.24_08.39_04.675  'sw_149  cd o160 Tiost0 kT e oI T o0 > 1579813207.786994131 172.16.9.171:2947 145.72.70,20:80 TcP 60 29474 80 [ACK] Seq=400 Ack=396 Win=17125 Len=0
P 5 2l cp :
ims_2020_01_24_00_51_10_92 sw_140  jcd > 1579813207.786994131 172.16.9.171:2047 145.72.70.20:80 HTTP 482 GET /particulieren/internetbankieren/ HTTP/1.1 (ChaUSequence): GET
fms_2020_01_23 23 49 _15_990 sw_149 o 172.16.9.171:3042 tcp 216.251.105.120:80 Iparticulieren/internetbankiere
fms_2020_01_23_23_46_45_434 | 84.53.136.152:80 tep 172.16.9.171:3047 > 1579813207.786994131 14572.70.20:80 172.16.9.171:2047 Tcp 1514 HTTP/1.1 200 OK [TCP segment of a reassembled PDU]

{ms_2020_01_23_23_34_08_261 o| 172.16.9.171:3044 top 216.251.105.12080 > 1579813207.786994131 145.72.70.20:80 172169.171:2047 Tce 1514 804 2947 [PSH, ACK] Seq=1856 Ack=828 Win=5207
Len=1460 [TCP s

fms_2020_01_23_23 28 29391 od| 72.14.217.189:80 tep 172.16.9.171:2843 &
TR - > 1579813207.786994131 172.16.9.171:2047 145.72.70.2080 ToP 60 29478 80 [ACK] Seq=828 Ack=3316 Win=17520 Len=0
ms 4.5 w149 o

—— 172:16.9.171:3034 top 207.68.179.219:80 > 1579813207.786994131 145.72.70.20:80 172.16.9.171:2947 TP 1514 804 2947 [PSH, ACK] Seq=3316 Ack=828 Win=5207
fms_2020.01.23.23. 00 03.657  |sw.148 (| 175 16.9.171:2953 tcp 145.72.70.20:80
fms_2020 0123 172953298 sw_149
i 2 Lot | 172.16.9.171:2837 tcp 66.249.91.83:80
fms_2020_01_23_17.26 51833  sw_148 o
T el 1 72101719033 op 213.129:160. 30,80 POST /Config/MsgrConfig.asmx HTTP/.1 Accept: ** SOAPAction: lient/GetClientConfig* C Type: textim; ch 18 Contont Longh: 447 Usor-Agont

: 145.72.70.20:80 top 172.16.9.171:2947 Moz’ (compai; MSIE 6.0; Windows NT .1; SV1; MSN Massengor 7.6.0324) Host: cont.messengar men.com Comnaction: Koo Al Cache-Conrl o-cacho Cooklo
h=MSET; CULTURE=EN-US; ushpevr=h:SIFSTTSIESID DUIWE; ushpoi-0F 01G.0.1Z0.1R.01.caplC 0. gnewyorkyiL 0.1 LNAWNEC:
172.16.9.171:2047 tcp 145.72.70.20:80 snpwesweUSNY 0906, MUIDLOEG ppr=H:1:070404; zip=1000;

N SAE=4HEC- Kzsxcupnzmavwdnwpwruw(wmBreanunzssnwuaonqqmmw| 67 <hxmivarslon-1.0 sucodnG 87 <soap Ervelops xminsaiMip. e 012001 XMLSchema-
145.72.70.20:80 tcp 172.16.9.171:2953 Iinstance” xming xsd= hemat xmins:soap= ><GolCioniConfi ient
172.16.9.171:3048 tcp 146.101.162.215:80 <clientinfo> <Country>NL</Country> <CLCID>0409</CLCID> <PLC CiD> <GoolD> type="3"

oes P sty b OXEB0000TE: aoHono 3 iy b OXB2000015" BCIONE" SNy Ne-G3000016" aclone"a" sty ety 5000017 scton o<y e-OHBZ00001 scton==3 ety
172.16.9.171:3021 tcp 65.54.239.214:80 he= actio impi

unt tablom_winke. s 536 ooltip>o msn.nlimg/ninl-
213.199.166.30:80 tcp 172.16.9.171:3033 sk en
_ e TR P ey TS L R e it maich commsn msnnl Datig - Match com Nedert atc Dating - Maich com Noderland<ootp>

Figure 63-Search Screen Packet Data within Stream view

Clicking on the View Packets button allows the user to view packet details
of a selected stream for a specific text of interest. This Packet view is more
focused on the packet data which contain the search string as requested by
the user.

Q Search
Streams |
172.1 1 43 tcp 87.2: 145,141
7S 5 G:8- 1710049 Wy 47.295.146.146:00 Timestamp Source Destination Protocol Length  Packetinfo Expertinfo
ompleted(20) | InProgress(t) 172.16.9.171:3039 tcp 213.244.168.235:80 . -
> 1579813207.786819248 172.16.9.171:2837 66.249.91.83:80 TCP 120 POST /mailichannellbind?at=6c2dbSi4105995-

PP NodeName L[ 216.251.105.120:80 top 172.16.9.171:3044 111bcd552458VER=28S1
R = ) 207.68.179.219:80 top 172.16.9.171:3034 > 1579813207.786810248 172.16.9.1712837 66.249.91.63:80 HITP 105 POST. © POST
ims_2020_01.27_12.51.00_161 _ sw_149 |« 111bcd552458VER=28S! Imailichannelbind?at=6c2dbsHt
f ~ 1721 7 41561
fms_2020 01.27.12.50_10.386  |sw_149 cq[ 172.16.9.171:3036 tcp 64.4.15.61:80 > 1579813207.786825965 172.16.9.171:2837 66.249.91.83:80 Tcp 60 28374 80 [ACK] Seq=1578 Ack=235 Win=17286 Len=0
fms_2020_01.24_15.51.48 227  |sw_149 |cd]131.107.113.76:80 top 172.16.9.171:3008 > 1579813207.786980837 172.16.9.171:2947 145.72.70.20:80 TcP 62 20474 80 [SYN] Seq=0 Win=16384 Len=0 MSS=1460  (Chat/Sequence): Connecton establish
fms_2020_01.24 09 28 13 200  sw_149 | 65.54.239.214:80 tcp 172.16.9.171:3021 SACK_PERM=1 request (SYN)
ims_2020_01 24.09.27.07.503 |sw_149 |od|172.16.9.171:3008 top 131.107.113.76:80 > 1579813207.786980837 145.72.70.20:80 172.16.9.171:2047 Tcp 62 804 2047 [SYN,ACK] S0q=0 Ack=1 Win=430 Len=0  (Chat/Soquonco): Connecton ostabiish
fms_2020_01.24.00 21 47.500 w149 ol g 240 01.83:80 tcp 172.16.9.171:2837 MSO=14008ACK, Sciouiecos (B
TR TR P > 1579813207.786980837 172.16.9.171:2947 145.72.70.2080 ToP 60 20474 80 [ACK] Seq=1Ack=1Win=17520 Len=0

207.46.213.123:80 tcp 172.16.9.171:3049 > 1579813207.786980837 172.16.9.171:2947 145.72.70.20:80 HTTP 453 GET 1211 HTTPA.1  (ChaUS GET
1ms_2020_01.24 00 02 43 450  sw_149 o Jessh 7
. . o 216.251.105.120:80 tcp 172.16.9.171:3042 Amagesicss/whitopixel.gif?1175
ma_A00.0124.00.50.00.678__jew. M0 ol 1op 172.16.9.171:3046 > 1579813207.786994131 145.72.70.20:80 172.16.9.171:2847 HTTP 449 HTTP/1.1 200 OK (GIF89a) (ChavSequence): HTTP/1.1 200 OKn
fms_2020_01.24 0839 04 975  sw_149 o - > 1579813207.786994131 172.16.9.171:2047 145.72.70.20:80 TCP 60 29474 80 [ACK] Seq=400 Ack=396 Win=17125 Len=0
{ms_2020.01.24.00.51 10.92 w149 || 172.16.9.171:2843 tcp 72.14.217.189:80
fms. 2020 01 23 23 48 15.990  sw 149 od| 172.16.9.171:3042 top 216.251.105.120:80 —

v Streaminfo POST |
fms_2020_01_23_23_46_45_434 sw_149 o] 84.53.136.152:80 tep 172.16.9.171:3047
fms_2020_01.23 23 34 08261  sw. 149 | 172.16.9.171:3044 tcp 216.251.105.120:80 [POST Config/MsgrConfig.asmx HTTP/1.1 Accept: “/* SOAPAction: " ient/GetClientConfig" Content-Type: textixm; charset=utf-8 Content-Length: 447 User-Adent
- — Mozilla/a.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; MSN Messenger 7.5.0324) Host: config.messenger.msn.com Connection: Keep-Alive Cache-Control: no-cache Cookie:
ms_2020_01.23_23 28 29 391 sw_149 o] 72.14.217.189:80 top 172.16.9.171:2843 MC1=V=3&GL 123a8e; mh=MSFT; CULTURE=EN-US; ushpsvr=M:5IF:5IT:51E:5ID:blulW:F; ushpcli=0/H.0.11G.0.112.0.11R.0.1.capIC.0.1 LgnswyomnylLOi LN:WNBC;
fi 2020_01_23_23_09_14_575 sw_149 o USNY0996; MUID=3EC: ushppr=H:1:070404; zip=1000; ANO!
. i = 172.16.9.171:3034 top 207.68.179.219:80 V=1 5&E=4H1&C=K2IxctIPRZIaaYHJdt1 YrpwFU7pKLYNIBIGBPLKRZSFDIMUROhGqmQAW=1 447 <?xmi version="1.0" encoding="utl-8"?> xmins:xsis sdema-
fms_2020_01_23_23_00_03, sw149 el 175 16,9 171:2053 top 145.72.70.20:80 ntance” aminixc gt,/mrgoﬁg%/xmsaggo: |PLP p=" homs xmisoop y>~<GetClentConfig xmins="itp:/wwnw.msn omwebservcsss: w
fms_2020_01_23_17_29_563_296 149 entinfo> <Country>NL</Country> >0409</ < Envelope: eature><Feature
i beae 1 172.16.9.171:2837 top 66.249.91.83:80 name="P2P"><Entry hr="0x82000012" action="3" /><Entry hr="0x82000013" ¢ e — o — — — =
fms_2020_01_23_17_26.51.833  sw_149 e = action="3"
; o ;

fms_2020_01_23_16_12_04_814 sw_149 L msn. tab/em_wink8, S Trrp————rrry e (e, ety ™=} ‘

145.72.70.20:80 tep 172.16.9.171:2947 ! _tab. s

intl.match. _msnnl,
172.16.9.171:2947 tcp 145.72.70.20:80 /c:USNY0996; MUID=3EC: - —— i -~
SAE=4& m:LIPRZIanHJm|erFU7pKLYNIB!GEkaRzSF( e : =
145.72.70.20:80 tcp 172.16.9.171:2953 nstance* xmins:xsd="http/vrwiw.w3.0rg/2001/X ="hitp o P ra— P SO—
$72.{6:9171-9048 toxl 146101162 218 [<cliontinfo> <Country>NL</Country> e IO OGO DS <PLIDEOMOR o == :
5:9.171:5040 \op 148,10 80 Iname="P2P"><Entry hr="0xB2000012" action="3" /><Eniry hr="0xB2000013" § s — - — il
172.16.9.171:3021 tcp 65.54.239.214:80 Ihr=" Sp 3
:  tablom_winkB. PRI — o w W
213.199.166.30:80 top 172.16.9.171:3033 ¥ tab. msn.com/c.git7di[- ) mans  masn snn - T
_ 172.16.9.171:3035 tco 84.53.136.160:80 L inach sl Lmenel ] — =

Figure 64-Search View Packets button

Objects Button: Clicking on the Objects button for a search displays the object info

including the FileName, Size, MD5 and View action.
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Q Sea
FileName Size MD5
object159(1) 7 2b63a0dbf. ®
leted(2! InP;
Completed(20) nProgress(0) msniogo(1).gif 899 alcB089d6811.
e NodeName Ul[| obiect191(1).image%2fpng 1759 5528acatbbd.
{ms. 2020 01 27 12.51 08 161 sw 149 cd||Local-co8(3).aspx%3tSubSite=m 6652 bocadsdtibca
essenger
fms_2020_01_27_12.50_10.386  sw_149
Local.css(4).aspx%3fSubSite=M 767 3cfBbebbgsed.
fms_2020_01_24 155148 227  |sw_149 o essenger
1ms_2020.01.24.09.28.13.200  sw.149  cqll) ocal.ces(5).aspx%3tSubSite=M 796 ebdcb3dda2!9.
fms_2020_01_24_09_27 07.503  |sw_149 o essenger
fms_2020_01_24 0921 47.590  sw_149 ac_aanvragen.git.meta 610 9181b79a2t ®
fms_2020_01_24 0920 43 331  |sw_149 o audio(1)jpg 847 1424600504, =
fms_2020_01.24_09 02 43 450  sw_149
audio.jpg 847 142c4600504... @
fms_2020_01_24_08_58_06_675 sw_149 cq
fms_2020_01 24083904 975  sw.149 < Loatish w ®
fms_2020_01_24_00_51_10_92 sw_149 e boy1t. Clicking on the 72.. ®
fms_2020_01_23 23 49_15.990  sw_149 o om winkg) hyperlinked filename takes |, ®
fms_2020_01_23_23_46_45_434 sw_149 e to the All Packet view for
em further analysis £30d. @
fms_2020_01_23_23_34_08_261 sw_149 cq
fms_2020_01_23_23_28_29_391 sw_149 cq Soce49dd4.
{ms_2020_01_23. 23.00_14.575  |sw_149 o em_wink8.png.meta 627 3dc8d7ecs!s0... @
fms_2020_01_23 23 0003 657  |sw_149 e internetbankieren.htmi 15438 108d5af0ic2e...
fms_2020_01_23 17.29 53 296  sw_149 o ntemetbankieren.meta 604 G70410364268... @
fms_2020_01_23 17_26 51833  |sw_149 o search(1)jpg 776 6b48b4bA7ch
fms_2020_01_23_16_12_04_814 sw_149 cq
search.jpg 776 6b48b4ba7cd... @
sqmserver.dil.meta 529 131b16410671 ®
whitepixel.gif. meta 616 537685a45817... @
all_files_in_one.pdf 128067  0ac94820617... @

Figure 65-Search Object button

o Ifa file name is hyperlinked, clicking on the link will pivot to Packets View to
show the packets that are related to the hyperlinked file.

o The MD5sum value of the file is displayed in red color and hyperlinked if the
md5sum matches one of the known bad mdSsum values uploaded via Policy >
Augmentation = Malware. Clicking on this hyperlink will display corresponding
description of the MD5sum entry.

o Clicking on View icon allows the user to view the extracted object as a pdf (if it
is viewable)

Q Search
FileName Size MD5
object159(1) 7 2b63a0dbf @
Completed(2 InPy (0]
mpleted(20) Progeste) msniogo(1).gif 899 alcB0B9dGB1S....
P, i i i 1759 5528acatbbd.
Ims_ 202001 27 12 51 09161 sw 149 cd| LOGakCSS(3).aspx%3tSubsSite=M 6652 bocadsdfibea
essenger
fms_2020_01_27.12.60_10.386  sw_149
Local.css(4).aspx%3fSubSite=M 767 3cibebb95cd..
fms_2020_01_24_15_51_48_227 . essunger
fms_2020_01_24_09_28_13_200 Local.css(5).aspx%31SubSite=M 796 ebdcb3dda219.
fms_2020_01_24_09_27_07_503 essenger
fms_2020_01_24_09_2 ac_aanvragen.gif.meta 610 co181b79a2t... @
fms_2020_01_24_09_20_43_3 audio(1).jpg 847 142c46ee504... @
fms_2020_01_24_09_02_43_4:
audio.jpg 847 142c4600504... @
fms_2020_01_24_08_58
fms_2020_01_24_08_39_04_975 boy11(1)pg gzt Catdoos20]2 ®
fms_2020_01_24 00511082  |sw_149 o boy1tipg 14201 dad08ca2072.. @
fms_2020_01_23 23 49_15.990  sw_140  c RO 7440 510512102304,
fms_2020_01_23 23 46 45434  sw_149  |cd
em_wink8.png 1440 31e5120230d... @
fms_2020_01_23_23_34_08_261 sw_149 cq
whitepixel.gif 43 bits6cedoddd.

fms_2020_01_23 23 28 29 391  sw_149  |cg
fms_2020_01_23_23 09_14_575  sw_149 een_wink® pog.mets 627 3dc8d7ecs!S0. @
fms_2020_01_23_ 23 0003557  |sw_149

o
o internetbankieren.html 15438 108d5af0fc2e.
fms_2020_01_23_17.29 53 206  sw_149 ¢ intemetbankieren.meta 604 d7c410364288... @
o
o

fms_2020_01_23_17_26_51_833 sw_149

3. search(1).Jpg 776 6/b48b4bA7ch. ®
fms_2020_01_23_16_12_04 814 sw_149
search.jpg 776 6Mb48b4ba7ch... @
sqmserver.dil.meta 529 131b16410671 ®
whitepixel.gitmeta 616 537685a45817... @
I all_files_in_one.pdf 128067  0ac94829617... @ I

Figure 66-Search Download Objects button
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o Clicking on Download Objects button downloads the zip file that contains the raw
files as they are extracted.

e Search Analyzer button: Clicking on the Search Analyzer button displays the Kibana
investigator that shows all metadata related to the selected search.

Q Search &

t 4, Policy Sett A R & Config p L
Discover|  (@CreateSearch | N1 Seant 2000131612051 woams_ Otjocts VYN | Packets | Mansger

Completed(20) InProgress(0) K . Discover ® =™
SearchName NodeName U
e New Save Open Share Inspect
9 o
i [8) v _index :"ncsearch_fms_2020_01_2316.12_04_814" KQL [ v Last7days Show dates C Refresh
o ®
L ®  +Add filter
o &
o .
. ncsearch_* (change) 750 hits
o g
= = Jan 21, 2020 @ 10:24:50.563 - Jan 28, 2020 @ 10:24:50.563 — Auto v
Q search field names
o o]
e ® Filter by type 0
o &
o Selected fields E
o o) 3
o source
e G Available fields
o
o s t-d 2
% t _index timestamp per 3 hours
o &
J Time « _source
o # _sc
n
B | e twe > Jan 23, 2620 @ 16:07:43.875  timestamp: Jan 23, 2020 © 16:07:43.875 flow_id: 1,441,118,480,505,528.25
© nc_id: /storage@/int1267/438837_07/1579813658621033413_1579813664006754.pcap.cz.ignore pcap_cnt: 902,755,502
= L event_type: fileinfo ip_map_id: NULL src_ip: 84.53.136.152 src_port: 80 dest_ip: 172.16.9.171
Dt alertcategory dest_port: 2,798 proto: TCP ether.type: 2,048 ether.src: 00:0e:0c:72:63:1c ether.dst: 0:18:4d:70:65:d1
— N http.hostname: images.apple.com http.url: /global/elements/prettysearch/searchfield_leftcap.png
= s alertgid

Figure 67-Search Analyzer Button

o The default view filter is the selected search name only.
o To search for a specific metadata type, add the type to the filter

For example:
The following change will show only the 38 file events( out of 750 total events of all types)
that belong to the search being analyzed.
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»

Q Search @ View M

) ) ~ ‘ . e it
M T Nodc:10.1.55.149 Scarch: fms_2020_01_24_15_51_48 227 u m Search Analyzer u m

Completed(22) InProgress(0) K . Discover @ [} e
SearchName New Save Open Share Inspect
) v _index :"ncsearch_fms_2020_01_23_16_12_04_814" and event_type:fileinfo' KQL & v Last7days Show dates <! Update
® ®  +Add filter
[ .
ncsearch_* (change) 38 hits
-l X Jan 21, 2020 @ 12:16:35.177 - Jan 28, 2020 @ 12:16:35.177 — Auto v
= Q search field names
o} @ Filter by type [
€ selectedfields H
. 38
) source
Available fields
L
&
D, e timestamp per 3 hours
Time + _source
2 # _score
g & Kook > Jan 24, 2020 € 15:48:31.513  gyent_type: fileinfo timestamp: Jan 24, 2020 © 15:48:31.513 flow_id: 1,428,383,847,086,436
nc_id: /storage®/int1248/438860_48/1579898909661163931_15798989340036369 . pcap. cz. ignore
& S pcap_cnt: 3,375,384,756 ip_map_id: NULL src.ip: 72.167.239.239 src_port: 88 dest_ip: 10.1.1.52
t slert.category dest_port: 52,777 proto: TCP ether.type: 2,848 ether.src: 58:49:3b:67:dd:11 ether.dst: 99:fb:5b:e6:7c:82
@ http.hostname: ocsp.godaddy.com
¢ alertgid
8 Dolto Al Searches | -
A " v Jan 24, 2020 © 15:48:29.155  gyent_type: fileinfo timestamp: Jan 24, 2020 © 15:48:29.155 flow_id: 683,311,443,832,665

Figure 68-Search Analyzer Results view

The following types of metadata are available for analysis and discovery through Kibana:

Event Type KQL Search Filter
Alert event_type:'alert'

File event_type:'fileinfo'

DNS event type:'dns'

SMTP event type:'smtp'

ActiveTrigger event type:’activetrigger’

HTTP event_type:'http'
TLS/SSL event_type:'tls'

SMB event type:’smb’

VOIP event_type:’voip’

Suspicious IP Alerts event_type:’suspip’

Suspicious Signature Alerts event_type:’ja3’

Suspicious Domains event_type:’suspdomain’

e Packets button: Clicking on the Packets button displays the first page of packets of the
search. If the search contains multiple pages of packets, each page can be viewed one
after the other. The user can also switch to a specific page before going to next page or
previous page.
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Completed(17)

SearchName
fms_search2_ms_2020_01_26_20_5
5_13_31
tms_search1 01
4_05_424

fms_2020_01_2
fms_2020_01_25_18_49_05
fms_2020_01_24_05_56_49_126

InProgress(0)

Timestamp
1579998191.029989775

1579998191.029990095
1579998191.029990927
1579998191.029990927
1579998191.029990927
1579998191.029990927
1579998191.029990927
1579998191.029990927
1579998191.029990927
1579998191.029990927
(

frame.time_epoch

frame.ip.src:

frame.tcp.srcport

frame.udp srcport:

frame.ip.dst

frame.tcp.dstport

frame.udp.dstport

ip.protocol:

info;

expert

data:

vvvVvVvVvVvVVvvvy

}

1579998191.029991227
1579998191.029992179
1579998191.029992179
1579998191.029992179
1579998191.029992179

vvvyvy

Q Search

Node:130  Scarch: fms_2020_01_25_19_32_11_280

Source

168.16,200 49152

192.168.15.224 50940
192.168.16.20 54
192.168.1 49152

19 224 50940

2.168.1

192.168.16.200 49152
192.168.16.200 49154
192.168.15.224 50940
192.168.16.200 49154
192.168.16.200 49152

0940

192.168.15.2

192.168.16.
192.168.16.
8.1

00 49154

00 49152

192.1 224 50940

192.168.16.200 49
192.168.16.200 49152

User Guide
January 30, 2020

Info
491524 52056 Len=32
192.168.16.200 49154 UoP 78 509404 49154 Len=32
192.168.15.22 UoP 78 491544 50940 Len=32
192.168.15.52 52056 uoP 7 491524 52056 Len=32
192.168 154 uoP 7 509404 49154 Len=32
192.168. uoP 78 491524 52056 Len=32
192.168 78 491544 50940 Len=32
78 50940 & 49154 Len=32
78 491544 50940 Len=32
7 491524 52056 Len=32
192.168.16.200 49154 uoP 7 509404 49154 Len=32
1579998191.029990927
192.168.15.224
50940
192,168.16.200
49154
uoP
50940 & 49154 Len=32
uoP 7 491544 50940 Len=32
uoP 7 491524 52056 Len=32
uoP 7 509404 49154 Len=32
uoP 78 491544 50940 Len=32
192.168.15.52 52056 uoP 7 491524 52056 Len=32

Figure 69-Search Packets results

o Clicking on the Search bar allows free form text search for packets. In the image

_ Node: 130 Scarch: fms_2020_01_25_19_32_11_280

Completed(17)  InProgress(0) [[mestivep)

> 1579998191.000016443

SearchName NodeName | > 1579998191.006805851

tms_search2_ms_2020_01_26_20_5 nc_130 > 1579998191.006805851

> 1579998191.010654065

ims_2020_01_26_20_5 nc_130 > 1579998191.020985197

> 1579998191.020986059

25_19_32_11_280 c_130 > 1579998191.026123887

fms_2020_01 nc_130 >  1579998191.030005935

tms_2020_01 nc_130 > 1579998191.040964155

fms_2020_01 nc_130 > 1579998191.040989113

fms_2020_01 nc_130 > 1579998191.041584712

2020, ne_130 > 1579998191.049315164

30 > 1579998191.049325614

0 > 1579998191.060946530

nc_130 > 1579998191.060948163

16_20_56_15_14 ne_130 2./1579908191.000960629

T8 30 40°h8 700 A0 > 1579998191.060978501

T R PR > 1579998191.064782862

fms_2020_01_16_19_07_44_628 c_130 >  1579998191.064789815
ims_2020 ne_130

fms_2020_0 nc_130 > 1579998191.068663648

> 1579998191.080950914

> 1579998191.080950914

> 1579998191.080995541

> 1579998191.084118521

> 1579998191.084123580

> 1579998191.121215425

> 1579998191.121392961

_ 3 1&7000R101 127058R00

below, the search string is Application.

Application

192.168.15.64 61017
192.168.15
192.168.15.59 52312
192.168.15.59 54961
192.168.16.3 443
192.168.15.224 50

64

127.136.95

2.168.15.71 541

27.136.95 443

192.168.15

63.251.34.208

3.127.136.95

192.168.15.79

9435

192.168.16.6 3389
192.168.15.61 61176
63.251.34.133 443
192.168.15.62 57864

143.127.136.95 443

168.15.52 52059

192.168.15.77 49213

142197 128 0% 447

Destination Protocol
192.168.15.68 53541 TLSVI

63.251.34.147 443 TLSv1.2
192.168.15.68 52 TLSV1.2
192.168.16.200 5005 RTCP

192.168.15.64 61017 TLSV1.2
63.251.34.137 443 TLSV1.2

127.136.95 4
63.251.34.137 443 TLSV12
TLSV1.2
TLSV
192.168.16.200 5 RTCP
192.168.15.68 52562 TLSVI2
143.127.136.95 443 TLSVi2
192.168.15.67 49533 TLSV12
63.251.34.208 443 TLSv1.2
192.168.15.77 49192 TLSV12
192.168.15.61 61886 TLSv1.2
52.91.234.203 443 TLSV1

143.127.13
192.168.16.200 5005 RTCP

43.127.136.95 443

102 188 15 77 40212

51

m

159
92
92
m
m

Info Expertinfo
Application Data

Application Data

Application Data

Sender Report Source description Application specific (-A
Application Data

Application Data

Application Data

Application Data

Application Data

Application Data

Sender Report Source description Application specific ( -A
Application Data

Application Data

Application Data

Application Data

Application Data

Application Data

Change Cipher Spec, Encrypted Handshake Message,
Application Dat

[TCP ACKed unseen segment] , Application Data

Expert Info (Warning/Sequence): ACKed segment that wasn't captured

(common at

Agplication Data
Application Data
Application Data
Application Data

[TCP ACKed unseen segment] , Application Data Expert Info (Warning/Sequence): ACKed segment that wasn

(common at capture start)

ured

Application Data
Sender Report Source description Application specific ( -A
Application Data

Annlicatinn Nata

Figure 70-Search Packets Search Bar

o Clicking on All Packets button reverts to display all packets.

o Clicking on Source or Destination hyperlink displays all packets with IP and port
matching the ones selected. In the example below, clicking on the hyperlinked
source (192.168.16.3 443), displays all packets that have IP address 192.168.16.3

and port 443.
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5.1

fms,

52020,

Completed(17)  InProgress(0)
SearchName NodeName
fms_search2_ms_2020_01_26 20 5 nc_130

3.31

fms_2020_01_26_20_5 nc_130

01.25_19,

01.25_18_49_05_691
o1
01.23_11_24_28_602

01.23
01_21_12_5!

01_19_22 25_53_240
01.19_18_42_34_343
01

01.16_20_56_15_14
2020_01_16_20_40_53_756

2020_01_16_19_29_12_754

01.16_19_07_44 628  nc_130

2020_01_16_18_56_24 435  nc_130
2020_01_16_11_21.08_765  |nc_130

Node:130  Search: fms_2020_01_25,

vV

v v

v v

vvvvy v

v v v v v v

v

Timestamp

1579998191.040989113
1579998191.040989113
1579998191.452190018

1579998191.572199125
1579998191.572199125

1579998191.572199125
1579998191.575151982

1579998191.591862355
1579998191.591862355
1579998191.591863256
1579998191.591863256

1579998191.640890283
1579998191.640890283

1579998191.640890283

1579998191.640890283

1579998191.640890283

1579998191.640890283

1579998191.640891726

1579998191.640891726

1579998191.640891726

Q Search

Source

192.168.16.3
192.168.16.3 443
192.168.16.3 443

192.168.16.3 443
192.168.15.79 59103

192.168.16.3 443
192.168.15.79 59103

192.168.16.3 443

192.168.16.3 443
192.168.16.3 443
192.168.16.3
192.168.16.3 443
192.168.16.3 443

43

92.168.16.3 443

92.168.16.3 443

192.168.16.3 443

192.168.15.79 59103

192.168.16.3 443

192.168.15.79 59103

192.168.15.79 59103

Destination
192.168.1
192.168.15.79 59103

9103

Protocol  Length

TCP
TLSVI

1437
316

Info
[TCP segment of a reassembled PDU]
Appiication Data

192.168.16.3}

192.168.15.7)
192.168.1

168.15.79)
192.168.15.79 5

Clicking on the
hyperlink sorts and
displays the packets
of selected ip and
port combination

yment not captured] , Application Data

K] Seq=1 Ack=1 Win=508 Len=0
segment) 591034 443 [ACK]

K] Seq=1 Ack=373 Win=506 Len=0
segment] 591034 443 [ACK]

t not captured] , Application Data

\CK] Seq=1 Ack=1545 Win=508 Len=0

192.168.15.79 59102
168.15.79 59102

168.15.79 59103

192.168.15.79 59103

192.168.15.79 59103

192.168.15.79 59103

2

2.168.16.3 443

2

2.168.15.79 59103

192.168.16.3 443

192.168.16.3 443

TCcP

64

64

1437

1437

1420

1437

1417

70

4434 59102 [ACK] Seq=1 Ack=1885 Win=507 Len=0
4434 59102 [ACK] Seqs1 Ack=4615 Win=512 Lon=0
[TCP Previous segment not captured] [TCP segment of a
reassembl

4438 59103 [ACK] S0q=5659 Acks1 Win=513
Len=1379 [TCP segment

[TCP Previous segment not captured] , Ignored Unknown
Record

[TCP Out-Ot-Order] 443 &
Ack=1 Win=513 Le

[TCP ACKed unseen segment] 59103 4
Seq=1 Ack=7038 Wi
[TCP Out-Of-Order] 443 &
Seq=7038 Ack=1 Win=5
[TCP Dup ACK 12365¢1) 59103 &
Ack=7038 Win=378

59103 [ACK] Seq=8397

443 [ACK]

59103 [PSH, ACK]

443 [ACK] Soqe=1

[TCP Dup ACK 12365#2) 591034 443 [ACK] Seq=1
Ack=7038 Win=378

Expert Info Previous segme

(common a

ACK

gment that wasn't captured

Expe:

Info (Waming/Sequence): ACKed segment that wasn't captured

(common at capture start)

Expert Info (Waming/Sequence): Previous segment(s) not captured
(common at capture start)

Expert Info (Waming/Sequence): Previous segment(s) not captured
(common at capture start)
Expert Info (Waming/Sequence): Previo captured

(common at capture start)

Expert Info (Waming/Sequence): This frame is a (suspected) out-ot-order

segment

ACKed segment that wasn? cap!

Expert Info (Waming/Sequence): This frame is a (suspected) out-of-order
segment
Expert Info (Note/Sequence): Dupicate ACK (#1)

Expert Info (Note/Sequence): Dupiicate ACK (#2)

Figure 71-Search Packets Results Source or Destination

@)

Clicking on a packet’s Protocol hyperlink displays all packets with the same

protocol. In the following example, all packets with protocol TLSv1 or TLSv1.2
are displayed.

Completed(17) ~ InProgress(0)
SearchName NodeName
fms_search2_ms_2020_01_26_20_5 nc_130
51331
fms_search1_fms_2020_01_26_20_5 nc_130
4_05_424

fms_2020_01_25_19_32 11280 | nc_130
fms_2020_01_25_18_49_05_691 nc_130
fms_2020_01_24_05_56_49_126 | nc_130
fms_2020_01_23_11_24_28_602 nc_130
fms_2020_01_23_11_14_54_296 nc_130
fms_2020_01_21_12_56_08_936 nc_130
fms_2020_01_19_22 25 53 240  |nc_130
fms_2020_01_19_18_42_34_343 nc_130
fms_2020_01_17_14_50_34_727 nc_130
fms_2020_01_16_20_56_15_14  nc_130
fms_2020_01_16_20_40_53_756 nc_130
fms_2020_01_16_19_29_12_754 nc_130
fms_2020_01_16_19_07_44_628 nc_130
fms_2020_01_16_18_56_24_435 nc_130
fms_2020_01_16_11_21_08_765 nc_130

vvvyvy

vvivy

Timestamp

1579998191.000016443
1579998191.006805851
1579998191.006805851
1579998191.020985197
1579998191.020986059
1579998191.026123887
1579998191.030005935
1579998191.040964155
1579998191.040989113
1579998191.049315164
1579998191.049325614
1579998191.060946530
1579998191.060948163
1579998191.060950829
1579998191.060978501
1579998191.064782862

1579998191.064782862

1579998191.064789815

1579998191.068663648
1579998191.080959914
1579998191.080959914
1579998191.080995541
1579998191.084118521

1579998191.084123580
1579998191.121392961
1579998191.122958699
1579998191.188509375

Source
52.91.234.203 443
192.168.15.68 52541
63.251.34.147 443
63.251.34.137 443
192.168.15.64 61017
192.168.15.55 64514
192.168.15.59 52312
192.168.15.50 54961
192.168.16.3 4
143.127.136.95 443
192.168
143.127.136.95 443
192.168.15.77 49192
63.251.34.208 443
143.127.136.95 443
52.91.234.203 443

15.7154134

192.168.15

52.91.234.203 443

192.168.16.6 3389
192.168.15.61 61176
63.251.34.133 443
192.168.15.62 57864
143.127.136.95

192.168.15.94 49194
192.168.15.77 49213
143,127.136.95 443
192.168.15.55 64514

Destination
192.168.15.68 53541
63.251.34.147 443
192.168.15.68 52541
192.168.15.64 61017
63.251.34.137
143.127.136.95 443
63.251.34.137 443
143.127.136.95 443
192.168.15.79 59103
192.168.15.68 52562
143.127.136.95 443
192.168.15.67 49533
63.251.34.208 443
192.168.15.77 49192
192.168.15.61 61886
192.168.15.79 49435

52.91.234.203

192.168.15.79 49435

192.168.15.55 58009
63.251.34.133 443

192.168.15.61 61176
143.127.136.95 443
192.168.15.60 62350

143.127.136.95 443
143.127.136.9
192.168.15.77 49213
143.127.136.95 443

443

Protocol
TLSV1
TLSv1.2
TLSV1.2
TLSVI.2
TLSv1.2
TLSv1.2
TLSvVI.2
TLSV1.2
TLSv1
TLSV1.2
TLSVI.2
TLSV1.2
TLSv1.2
TLSv1.2
TLSVI.2
TLSVI

TLSV1

TLSVI

TLSVI.2
TLSVI.2
TLSVI.2
TLSV1.2
TLSvi.2

TLSVI.2
TLSV1.2
TLSVI.2
TLSVI.2

51
92
92
104
104
m
92
m
316
m
m
m
92
92
m

159
92
92
m
m

m
1
m
m

Info

Appiication Data
Application Data
Appiication Data
Appiication Data
Appiication Data
Application Data
Application Data
Application Data
Application Data
Application Data
Application Data
Appiication Data
Appiication Data
Application Data
Application Data
Server Hello, Change Cipher Spec, Encrypted Handshake
Message

Change Cipher Spec, Encrypted Handshake Message,
Application Dat
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Figure 72-Search Packets Results Protocols view

e Manager button: Clicking on the Manager button displays the search details of the
search including UserName, SearchName, BeginTime, EndTime, Duration, SearchFilter
and Results.
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Q Search & View Met

m = Node:149  Search: fms_2020_01_23_16_12_04_814 < S Packets

UserName  continuum
Completed(20) InProgress(0) SearchName  fms_2020 01 23 16_12 04 814
BeginTime  2020-01-23 21:00:04
EndTime 2020-01-23 21:12:04
27_12_51_09_161 Duration 00:00:12:20

27_12_50_10_386 SearchFilter  PcapData,port 80

Result Pkts=1724 TotalSize=117KB SnapLen=All

01_24_09.21 4
fms_2020_01_24_09_20_43_331
fms_2020_01_24_09_02_43_450
[ 01_24

01_2

01_:
o1
01_2

fms_2020_01_23_23 09_14 575  sw_149 o

ims_2020_01_23 23 00_03_557  sw_149 o
fms_2020_01_23_17_29 53 296  sw_149 ¢
fms_2020_01_23 1.833 o

fms_2020_01_23_16_12_04_814

1 B & PcapData & LogData  PPStream Search Peaps  (CI) Clone Search

Figure 73-Search Manager Button view

The links at the bottom are as follows:
o PcapData link: This link allows the user to view/download the PCAPs available
for the respective search. Select a pcap number and choose PcapData link to
download the specified pcap.

o LogData link: Clicking on this link downloads a zip file of the metadata of the
search.

Q Search @& View Met

UserName continuum
s fms_2020_01 23 16_12 04 814
BeginTime 2020-01-23 21:00:04
Semchitiame NodeName Ul  gndTime 20200123 21:12:04
fms_2020_01.27 12.51.09.161  sw_149  cd| pyration 00:00:12:20
fms_2020_01_27_12.50_10_386  sw_149 o

SearchFilter  PcapData,port 80
fms_2020_01_2

Result Pkis=1724 Seconds=3 TotalSize=117KB MergeCount:16 SnapLen=All
o
e o
o o] ‘ °
e B J X - B,
o Delete R Prop
5 i
o
,,,,, d vganize
o
= « « 4 1 > ThisPC > Downloads > metadata_fms 2020.01.23 16.12.04 814zip v O senr d_ P
o — Nom, Tvr Compressed size Password pr
c‘ 3 30 Objects @ alertjson
kst B Desktop @ dnsjson
o 3 Documents a fileinfojson KB N
a flowjson KB N
ke ¥ Downloads !
b 2 Music
o = Pictures
o9 B Videos
o 4items =
o Y

102 & PeapDat |.‘.1 eDat. |»\x,“.‘ Search Peaps  ©¥0) Clone Scarch

Figure 74-Search Packets Manager LogData results

o Stream Search PCAPs link: Clicking on this link allows the user to stream pcap
data of the search to an external interface, for other applications to further analyze
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the data. Stream Search Results option checkbox is available under “Create
Search”. Search Results can also be streamed after the search is completed. The
results of a stream search are logged and available as part of metadata zip file.

gator Q Search & View Met

UserName  continuum

e fms_2020 0123 16_12 04 814
BeginTime  2020-01-23 21:00:04

EndTime 2020-01-23 21:12:04

Duration 00:00:12:20
SearchFiller  PcapData,port 80
Result Pkts=1724 KB SnapLen=All

1 g & PcapData & LogDat

Figure 75-Search Manager Button Stream Search PCAPs view

o Clone Search link: Clicking on this link allows the user to recreate or clone the
search. The new search name by auto filling the search parameters. The new
search name is appended with a unique tag in the end in order to separate it from
the original search. Begin/End Time, Search Filter are copied from the selected

search. The user can modify any of these fields before submitting a clone search
request.
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Create Search m

l fms_2020_01.23_16_12_04_814 EBESN]

2020-01-23 21:00:04

EndTime
20200123 21:12:04

Search Filter
port 80

Figure 76-Search Manager Button Stream Clone Search view

8.2 CREATING A NEW SEARCH

e To create a new search, click on CreateSearch button. This will pop up Create Search
dialog.

Q Search

Create Search .

l fms_2020 0128 19.17.22 22¢

2020-01-29 00:08:22

EndTime

2020-01-29 00:17:22
All fields can be modified

Search Filter
bpf <bpffilter> logtext <logsearchfilter>

Figure 77- Search Create New Search view

e The SearchName field is auto filled but editable.
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Provide a value or change the defaults for the begin time and end time. The begin time
field is auto filled to be 4 minutes prior to the current UTC time. The end time field is
auto filled to be the current UTC time. The user can change them as needed.
The Search Filter can be specified as a bpf or logtext or both.
o Enter a valid bpf packet filter following the keyword bpf. (For more

information on bpf filters refer to Appendix D)

Enter text search string following the keyword text

If search string has bpf and text strings, bpf must precede text

If neither keyword is entered, the search filter is taken as a bpf string.

The following are examples of some valid search strings:
bpf port 80 text hello

IP host 192.168.0.1

tcp or udp text hello

port 80 text hello

text hello

The following are examples of some invalid search strings:
Hello
text hello port 80

blah hello

bpf weqrwr

The MaxPacketCount field allows the user to specify the packet count as desired for a
search within a specific timestamp. To get all packets for a particular timestamp the max
packet count must be set to 0.

Stream Search Results checkbox when checked, allows the user to stream search results
to an external interface, for other applications to further analyze the data. Search Results
can also be streamed after the search is completed.
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Q Search

Create Search .

CrT |

U fms 2020 01 28 19 17 22 226

~ BeginTime
2020-01-29 00:08:22
EndTime
2020-01-29 00:17:22
Search Filter
tep text hello
MaxPacketCount
[o

I || Stream Search Results I

Figure 78-Stream Search Results button
Once all the details are provided, click on Create Search button to create a search.

The search created can be seen under the Pending searches tab while in progress. A

pending or InProgress search can be cancelled at any time.
Once completed the search appears under the completed search tab for further analysis.

Note: If no group is selected the search request goes to all groups/nodes in the federation
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9 VIEW METADATA

The application collects, analyzes, stores and reports on network security log events from each
included federated node to help monitor threats, attacks and security breaches. This application
engine provides useful information by converting raw events from network and security devices,
servers and operating systems, applications, endpoints and more into actionable, investigable
intelligence data.

The View Metadata screen presents the user with several menu tabs. Clicking on each tab and
selecting the desired node, displays the corresponding details for the selected node.

UDefendedAlerts @SuspDomains &SuspSig(JA3)Alerts 3

Q Search Logs

Federated Nodes

Begin Time loC Timestamp Sessioninfo
2020-01-2119:17:17 192.1
2119:47:47

End Time 21 19:17:17

2020-01-2119:17:17

32 File Found 2020-01-2119:17:17
Log Search Filter [?]
32 File Found o 20-01-2119:17:47

32 File Found -2119:47:47

32 File Fo
Max Rows )

202
202
202
20;
2021 -
2020-01-2119:17:17
2020-01-21 19:17:16

2020-01-2119:17:14
2020-01-2119:17:14
2020-01-2119:17:14

2020-01-21 19:17:14 192.168.15.64:57607 TCP 192.168.16.11 445 .

Figure 79-View Metadata screen view
e The “Find Text” option allows the user to enter a desired string to specify the type of
event or alert message the user is interested in. This will display the messages containing
the specified search text string only. If there is text entered in “Find Text” box, the text
must be cleared for all the data to be displayed.

Page 68 of 126



Q) SentryWire

PACKET CAPTURE PLATFORM

User Guide
January 30, 2020

UDefendedAlerts @SuspDomains & ig(JA3)Alerts kN ©Suspl AUr ts @ActiveTriggers EFlows @QDNS ¥ Files () HTTP (I SMB &% Email &TLS/SSL LVOIP
Find Text
Q Search Logs HTTP: ne_113 el = P 9
[Foderated Nodes applef yCopytoClipBoard, sk Dowaload S Refiesh Page,
BostonMA:nc_130
Begin Time Page Size 500 v 1 2 3 Next »

EndTime el : TimeStamp Sessioninfo CommunitylD HostName. URL UserAgent

Mozilia/4.0

Log Search Filter [?]

Max Rows

Figure 80-View Metadata Find Text Option view

e The “Copy to Clipboard” option allows the user to copy the entire event/message
display to any location or application allowing the user to share the information via email
for reporting or recording purpose.

e The “Download” option allows the user to download data to help record and monitor
both existing and new events, threats, alerts and rules to maintain uninterrupted log
source data collection and storage. This can be done by clicking the download button on
the top allowing the user to download the data in a .csv format.
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ODefendedAlerts @SuspDomains &SuspSig(JA3)Alerts i¥Malware $SusplPAlerts BUndefendedAlerts @ActiveTriggers EFlows @DNS ¥k Files () HTTP GJSMB & Email &TLS/SSL WVOIP

Q Search Logs

Bogin Time

End Time

Log Search Filter [?]

Max Rows

Federated Nodes
loC TimeStamp Sessioninfo Size(bytes)
/4tforum.php 2020-01-22 22:59:57 5 12

120

afforum.php 2020-01-22 22:59:57

4iforum.php 2020-01-22 22:59:5: P 10 469 12
120

/4iforum php 2 42 80
ffdlsfisp.aspx 2020- 2:50:5 - 0
MFEWTZBNMESwSTAJBQUIDGMCGQUABBROJBRNBD/14Jg/X[43a6BIKIQ...  2020-01-22 22:59:5

data File  Home Insert Draw Pagelayout Formulas Data Review View Help & [
cons ges_livelri.zip 2
14767239321 2 Al - fx | timestamp v
= el 2 A 8 c D E F G H I
ME X - timestamp|message  session eventtype flowid app_proto FileName FilePath  FileSize ioc
as 2 5| 2 #uHssuEE /4/forum.p 92.53.107 fileinfo 1.15E+15 http /4/forum.php 12
cgif 2 5| 3 #HHusEEEE [/4/forum.p 10.4.23.10 fileinfo 1.15E+15 http /4/forum.php 120
c.gif 2 5| 4 #unasusss /4/forum.p 92.53.107.Hileinfo 1.94E+15 http /4/forum.php 12
202015$20c0re$20virus$20defir _microdefsb.error_sy... 2 5 HinmssHE /4/forum.p 10.4.23.10: fileinfo 1.94E+15 http /4/forum.php 120
2 6 #HuuusEES [fd/Is/Isp.a 192.168.15fileinfo 2.08E+15 http /fd/ls/Isp.aspx 452
2000-01-22 22.50.5| 7 HHHEBHHHE /MFEWT2ZBI23.4.59.27:fileinfo 1.85E+15 http /MFEWTZBNMESWSTAJ 1595
rp— 2020.0122 22:50.5| 8  HHHBHHHHH [consumert23.78.220 fileinfo 1336415 http /consumer$20licensing 16
vast XN 1,0 Gocumant, ASGH i, with very 1ong ines, wit o ine 2020:0122 2250 O HEHBEEEH /14767239 23.78.220 fileinfo 9.26E+14 http /1476723932jtun_irev 3253
terminaiors 10 #issssss [c.gif 192.168.15fileinfo 1.13E+15 http Je.gif 137
11 #usnHie [MEOWS2B.184.25.251 fileinfo 5.4E+14 http /MEOWSZBJMECWRTA! 2116
12 #assEESEE [qsml.aspx 13.107.5 8(fileinfo 2.13E+15 http /qsml.aspx 497
13 #usussy [cgif 192.168.15fileinfo 1.12E+15 http Jegif 167
fileevents_nc_130 (1) O) « »
:::| m - [ ] - 100%

Figure 81-View Metadata Download Button view

The “Refresh” option allows the user to retrieve the most recent event data from the
server for display. Note: This is the only way to bring in the most recent event data
associated with the tab option selected. This retrieved data remains current as the user
navigates through different option tabs allowing the user to investigate multiple tabs at a
time. In order to view the current event data the user must click refresh for each tab
option within that tab.

The “Page Size” option allows the user to choose the number of rows the user would like
to see in one page. By default this count is 500. When the user selects a different display
count the number of pages change accordingly. User can easily navigate through pages
by scrolling through previous or next page option or clicking on the desired page number.

The “Search Log” option allows the user to display alerts and events within the specified
range of time. It also allows the user to specify a log search filter for a more specific
search within the logs. User needs to click refresh again to see the current events.
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@ ActiveTriggers EFlows @DNS ¥ Files ) HTTP GJSMB & Email &TLS/SSL WVOIP

Q Search Logs HTTP: nc_130
Federated Nodes

Begin Time

End Time TimeStamp Sessioninfo

Log Search Filter [7]

Max Rows

QFind Text

Page Size 5090 v 2 3 4

CommunitylD HostName URL

UserAgent

192.168.16.11

192.168.16.11

Figure 82-View Metadata Search Logs Function view

9.1 DEFENDED ALERTS

The FM displays alerts generated due to a rule for each node in the federation, only if the alert's
source or destination[Paddress is a defended asset AND the alert's source or destination port is a

defended service.

Note: The defended asset and defended service that are assigned by the “Policy Setup” tab from
FM are global and apply to all nodes. (For more information refer to section 4.1 and 4.2)
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D Q@SuspDomains &SuspSig(JA3)Alerts ¥k “SusplPAlerts AL

Q Search Logs Defended Alerts: nc_113
Foderated Nodes

BostonMA::nc_130

Bogin Time loC
ne 11
NashuaNHune 113 135 Fie Found over SMB
32 File Fou
End Time

Log Search Filter [?]
32 File Found ¢
32 File Found over SMB
32 File Found over SMB
Max Rows =

| Q s Logs

. P

Timestamp

1-23 18:31:50
2020-01-23 18:31:50
2020-01-23 18:31:49
2020-01-23 18:31:49
2020-01-23 18:31:49
2020-01-23 18:31:49
2020-01-23 18:31:49
2020-01-23 18:31:49
2020-01-23 18:31:49

Alerts @ActiveTriggers EFlows @DNS ¥ Files () HTTP LJSMB & Email &TLS/SSL \VOIP

Sessloninfo

Click to
investigate

319,404 s

Figure 83-View Metadata Defended Alerts view

¢ C(Clicking on the hyperlinked sessioninfo pivots to the investigator screen that shows
the events with the same 5 tuple information for further analysis.

9.2 SUSPDOMAINS

The SuspDomains alerts are generated when a domain from DNS event is one of the suspicious
domains that have been uploaded via the Policy=> Augmentation—> Suspicious Domains list.

Clicking on the hyperlinked sessioninfo pivots to the investigator screen that shows the events
with the same 5 tuple information for further analysis.
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Q Search Logs SuspDomains: nc_130
Fedoratod Nodes

BostonMA:nc 130 Repny

Bagin Time loC

NashuaNH:nc_113
313.560 us.pool.ntp.org

us.pool.ntp.org
End Time us.pool.ntp.org

us.pool.ntp.org
us.pool.ntp.org o
Log Search Fitter [?]

us.pool.ntp.org 2020-01-23 15:59.08

2020-01-23 15:59:08

us.pool.ntp.org

Max Rows
us.pool.ntp.org

== — - =
— == —
P— St e —

248369 15

us.pool.ntp.org

us.pool.nip.org

us.pool.ntp.org £
us.pool.ntp.org p—
us.pool.nip.org

Figure 84-View Metadata SuspDomains Function view

9.3 SUSPSIG(JA3)ALERTS

The SuspSig(JA3) alerts are generated when JA3 hash of the TLS event matches with one of the
JA3 hash values uploaded via the Policy=> Augmentation—> Suspicious TLS/SSL Signatures list.

Clicking on the hyperlinked sessioninfo pivots to the investigator screen that shows the events
with the same 5 tuple information for further analysis.

UDefendedAlerts @SuspDomains & ig(JA3)Als FMalware SusplPAlerts AL @ActiveTriggers EFlows @DNS 3 Files ) HTTP GJSMB & Email &TLS/SSL LVOIP

Q Search Logs SuspSig(JA3) Alerts:nc_130 s m “ N I — i

Federated Nodes

BostonVAunc 130 [T . NextPage )

Begin Time 10C(JA3) TimeStamp Sessioninfo SubjectIssuerDN.Version Serial Fingerprint

aNH 2.168.15.71:61002 TCP 199.73.44.90,44; UNDETERMINED
: WM )

UNDETERMINED
UNDETERMINED

End Time

Log Search Fliter [7] UNDETERMINED

Max Rows

g+

Figure 85- View Metadata SuspSig(JA3) Alerts view
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94 MALWARE

The Malware alerts are generated when a MDS5 value of an object produced by a search matches
one of the MD5 values uploaded via the Policy=> Augmentation—>Malware list.

Clicking on the hyperlinked IoC pivots to the investigator screen that shows the matching MD5
information for further analysis.

UDefendedAlerts @SuspDomains @SuspSig(JA3)Alerts ikMalware $SusplPAlerts BUndefendedAlerts @ActiveTriggers =Flows @DNS ¥ Files () HTTP LJSMB % Email &TLS/SSL \WVOIP

Q searsiloss MeNE(E Nersine 190 DR page dbownlond K Copy o Clphoan|

||Federated Nodes

BostonMA:nc 130 m 1 w

Bogin Time loC FlleName SearchName

58a907731a03a1160845ec3050ci4082 redir dii%3fpra=ie&pver=6&ar=msnhome fms_2020_01_21_12_56_08_936

c231 gbati3jpg fms_2020_01_21_12_56_08_936
SHickito 34334a.dil fms_2020_01_21 08_936
investigate 3

End Time

fms 2020 01 21 12 56 08 936

fms_2020_01_21_13_50_08_724
Log Search Filter [?]

Max Rows

Figure 86-View Metadata Malware Alerts view

9.5 SUSPIPALERTS

The SusplIP alerts are generated when an IP address matches with one of the suspicious IP that
have been uploaded via the Policy=> Augmentation—> Suspicious IPAddresses list.

Clicking on the hyperlinked sessioninfo pivots to the investigator screen that shows the events
with the same 5 tuple information for further analysis.
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Q Search Logs

Log Search Filter [7]
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Bagln Time loc Timestamp
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192.168.15.79
End Time 192.168.15.79

1

Sessloninfo

Imvestiguort

Figure 87-View Metadata SuspIPAlerts view

9.6 UNDEFENDEDALERTS

These alerts are generated when the alert's source or destinationIPaddress is NOT a defended

asset OR the alert's source or destination port is NOT a defended service.

Clicking on the hyperlinked sessioninfo pivots to the investigator screen that shows the events

with the same 5 tuple information for further analysis.

UDefendedAlerts @SuspDomains &

JA3)Alerts

T & AL

pl

=Flows @DNS ¥ Files ) HTTP LJSMB &% Email &TLS/SSL WVOIP

0123 1451

Log Search Filter [?]

Max Rows

Figure 88-View Metadata Undefended Alerts view
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9.7 ACTIVE TRIGGERS

The Active triggers are generated when a user specified BPF filter, through Policy Setup—=>
Active Triggers, causes an alert.

Clicking on the hyperlinked sessioninfo pivots to the investigator screen that shows the events
with the same 5 tuple information for further analysis.

ODefendedAlerts @SuspDomains @SuspSig(JA3)Alerts J¥Malware ¢SusplPAlerts MUndefendedAlerts @ActiveTriggers =Flows @DNS ¥ Files () HTTP LJSMB &% Email &TLS/SSL WVOIP

Q Search Logs Active Triggers: ne_130 SRefreshPage ok Dowaload, w

Federated Nodes
Click to
Investigate

Begin Time Sessioninfo

End Time

Log Search Fllter [?]

Max Rows

| Q snhlops

Figure 89-View Metadata Active Triggers view

9.8 FLOWS

The Flows tab shows bi-directional and one-way flows found in received network traffic for each
node in the federation. FlowInfo shows community id, packet count, byte count, start time and
end time of each flow. Clicking on the hyperlinked sessioninfo pivots to the investigator screen
that shows the events with the same 5 tuple information for further analysis.

Page 76 of 126



Q) SentryWire

PACKET CAPTURE PLATFORM

User Guide
January 30, 2020

UDefendedAlerts @SuspDomains @SuspSig(JA3)Alerts J¥Malware $SusplPAlerts MUndefendedAlerts @ActiveTriggers

Q Search Logs Flows: nc_113
|[Federated Nodes
BostontA-nc BBy !
Bogln Time Timestamp Sessloninfo Flowinfo

NashuaNH:nc 113

2024-09-18 16:30:08 TCP 6.6

2020-01-

19:35:59 1

Click to
investigate

2020-01-24 19:35:59
Log Search Filter [?]

2020-01-24 19:35:59 1:DSIFSINA
24T19:35:14
2020-01-24 19:35:59
Max Rows

- 2020-01-24 19:35:59

24T19:% rnsmtmteems

2020-01-24 19:35:59

24719

2020-01-24 19:35:59

2020-01-24 19:35:59

23.78.221.219 80 1:gJ2tir
24T19:%

2020-01-24 19:35:59

1:MMiB
24719

Figure 90-View Metadata Flows view

9.9 DNS

1:96N+XALE47gpNAKNClwghxQaP3w:
25T21:21:32.10378581+0000.

pkis_toserver=8,pkts_toclient=0,bytes toserver=12112,bytes_toclient=0,start=2019-12-
nd=2019-12-25T21:21:32.215533945+0000,age=0.stat

iew,reason=timeout alerted=false

5_toclient=20675036.st
meout

=10886,bytes_toclient=3624,start=2020-01-

kis_toclient=97,bytes_toserver=9264 .bytes,
9:35:57.74332207+0000,age=43 sta

lient=121189 star
closed reason=timeout alerted

The DNS tab displays the displays DPI events for port 53.

Clicking on the hyperlinked sessioninfo pivots to the investigator screen that shows the metadata
events with the same 5 tuple information for further analysis.
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Figure 91-View Metadata DNS view

9.10 FILES

The Files tab displays IDS alerts of type 'file_type'.
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Clicking on the hyperlinked sessioninfo pivots to the investigator screen that shows the events
with the same 5 tuple information for further analysis.

UDefendedAlerts @SuspDomains & ig(JA3)Alerts K <SusplPAlerts AL @ActiveTriggers =Flows @DNS ¥ Files (O HTTP LJSMB &% Email &TLS/SSL \WVOIP
Q Search Logs BRI Sicihrage kDovalod [ Copy o Clphos
||Federated Nodes
) “« Click to | NextPage
BostonMA:nc_130 investigate
Bogin Time loC TimeStamp ! Sessloninfo Size(bytes)
20200124 14574 NoshuaNHine 113 l17440c161320950652263550938304bc jpeg 2020-01-24 19:53:43 72 ) TCP 17: 147 1692
gibi 2020-01-2 3 6 44
End Time " X 2020-01-2
:

2020-01-24

JPEG image data, JFIF standard 1.01 2020-

Log Search Filter [?7]

Max Rows

ry long I

%,

938-837D-4375-9F CF-

F4-531A-4266-A340-
gif

ines

1x1

2020-01-2:
2020-01-24 19:53:4

2020-01-24 19:53:4;

2020-01-2

2020-01-24 19
2020-01-24

x/PROD/18] grl_SPM 2 Sq 2020-01-2:

Macromedia Flash data (compressed), version 8

2020-01-24 19:53:42
2020-01-24 19:53:42

cgi-bin/m GIF image dala, version 89a, 1x 1 2020-01-24 19:53:42

cal-bin/m 2020-01-24 19:53:42

Figure 92--View Metadata Files view

9.11 HTTP
The HTTP tab displays the DPI events for port 80 for each node selected.

Clicking on the hyperlinked sessioninfo pivots to the investigator screen that shows the events
with the same 5 tuple information for further analysis.
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UDefendedAlerts @SuspDomains @SuspSig(JA3)Alerts ¥¥Malware $SusplPAlerts BUndefendedAlerts @ActiveTriggers lows @DNS ¥ Files 3 HTTP LJSMB % Email &TLS/SSL \VOIP
. QFind Text
Q Search Logs HTTP: nc_130 ) _ )
Foderated Nodes B Copy toClipBoard & Download @ Refiesh Page.
BostonMA:nc 130
Begin Time Page Size 500 v 1 ;| 3 4 5 Next »
NashuaNH:nc_113
End Time TimeStamp Sessioninfo CommunitylD HostName URL UserAgent
2020-01-27 . TCP 2 30:80 1:USiw slj.msn.com Movilla/d.
== 2020-01-27 TCP 66.249 1:923+5124GI0 Mozilla‘d
. Click to
Log Search Filter [?] investigate:
INIOTxbGIS58FgRargGW.
2020-01-27 18:16:44 172,169 36 TCP 66.249.91 83 023+5124GI0DE... mailgoogflcom  /mail Mozilla/a.0 (compatible; MSIE 6.0; Windows NT 6.1; SV1)
Wi Rowe: &name=browserver=196sx250iht2t
= 2020-01:27 18
2020-01-27 18:1
2200157

2020-01-27
2020-01-

2020-01-27
2020-01-27 18

2020-01-27

2020-01-27 18:18:43 192.168.43.2

2020-01-27 18:1

1:0DKBZXZpEaX... dxs

1:923+512dGI0DE

e 85722 1t

e

Figure 93-View Metadata HTTP view

9.12 SMB

SMB panel displays DPI events for port 445.

Clicking on the hyperlinked sessioninfo pivots to the investigator screen that shows the events
with the same 5 tuple information for further analysis.

UDefendedAlerts @SuspDomains & JA3)Alerts ¥k Suspl ts AL lerts @ ActiveTriggers lows @DNS ¥ Files ) HTTP LISMB & Email &TLS/SSL \VOIP
2 QFind Text
Q Search Logs SMB: nc_130 : ”

Fedratod Nodos B CopyroClipbonrd & Dowaload & Reiesh Page.
BostonMA:zne 130

Begin Time Page Size 500 v 3 Next »
NashuaNH:nc_113

Click to
End Time TimeStamp investigate Command

Sessionlnfo

2020-01-27 113

Log Search Filter [?]

Max Rows

Figure 94-View Metadata SMB view

9.13 EMAIL

KerberosRealm

I [[[FTT

[r——

-

The Email tab displays the DPI events for port 25 for each node in the Federation.
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Clicking on the hyperlinked sessioninfo pivots to the investigator screen that shows the events
with the same 5 tuple information for further analysis.

UDefendedAlerts @SuspDomains & JA3)Alerts ¥ ©Suspl ts Al @ ActiveTriggers =Flows @DNS ¥ Files ¢)HTTP LJSMB & Email &TLS/SSL WVOIP
Q Scarch Logs EMail: nc_130 QFind Text ‘ ‘ -
||Foderatea Nodes B Copy to ClipBoard, b Download, & Refresh Page,
BostonMA:nc 130
Bogin Time Page Size 500 v 1 2 3 Next »

NashuaNH:n

End Time TimeStamp Sessioninfo CommunitylD From To Subject Details
1-27 18:32:14 1.1.70.253:5002 TCP 1.2.123.51:25 -

Log Search Filter [?]

Max Rows

invesiguor.* 36562 it

L .. |||I|I||IIlII|I|II|

1:NIMSXMKUKXOKE1P... <se

Figure 95-View Metadata Email view

9.14 TLS/SSL

The TSL/SSL tab displays the DPI events for port 443 for each node in the Federation. All
events are clickable and searchable.

Clicking on the hyperlinked sessioninfo pivots to the investigator screen that shows the events
with the same 5 tuple information for further analysis.

If a TLS/SSL event's JA3 signature matches known bad JA3 signatures uploaded via
Augmentation panel, this event also appears as a Suspicious Signature event.

Page 80 of 126



Q) SentryWire

PACKET CAPTURE PLATFORM

User Guide
January 30, 2020

UDefendedAlerts @SuspDomains & ig(JA3)Alerts i Suspl ts AL @ ActiveTriggers lows @DNS ¥ Files ) HTTP LJSMB &% Email &TLS/SSL \VOIP
Q Search Logs TLS/SSL: ne_130 QFind Text

[IFodoratoa Nodes MCopy toClipBourd, & Dawaload, & Refiesh Page,

BostonMA:nc 130
Bogin Time Page Si
NashuaNH:nc_113

Click to
Investigate

CommunitylD
CIRCZ7DSISTINZR

End Time TimeStamp Sessioninfo

IssuerDN Version  Serial Fingerprint
S TLsvt 00:93:DE:77:F4

20200127 18:44:27 1.1.14.216:18396 TCP 1.2.66.238:443 1:jg6p =US,

Log Search Filter [?7]

1.1.80.120:23891 TCP 1.2.88.132:443 1:v8xnqvBeEN

Max Rows
o £E o g
2000 s 1.1.7.182:35880 TCP 1.2.15.111:443 PTG
20204 1 2 P 12952154
g s 88 s
o
1.1.71.67:50447 TCP 1.2.79.116:44; 1:pIBGICHLQUX
S— I
3 meseuen - -
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. oo s
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&

Figure 96-View Metadata TLS/SSL view

9.15 VOIP

Each VOIP session entry displays Begin time of the session, Sessioninformation,
RequestMethod, From (From, From tag), Call-id, CSeq (Call sequence), ResponseMethod, To
(To, To_tag) and the Jitter value for the session.

The VOIP tab provides two ways of filtering VOIP session data displayed.

e “Find Text” Filter:
o When this field is empty, all VOIP sessions are displayed.

UDefendedAlerts @SuspDomains &SuspSig(JA3)Alerts ©SusplPAlerts AL dedAlerts @ActiveTriggers =Flows @DNS J Files HTTP GJSMB &% Email BTLS/SSL WVOIP

Q Search Logs VOIP: nc_130 | QFind Text Min Jitter:0 Max Jitter: 99999 |w w m

||Federated Nodes.

Begin Time Page Size 500 v v 1 2 3 4 5 Next »
— ashuaNH::nc_11
End Time Timestamp Sessioninfo RequestMethod  From Call-ld Cseq ResponseMethod To Jitter -
o 2020-01-27T19:54:16 10.3 O BYE <sip:101@10.33.6.100;user=phone> 983263271201083 1BYE  OK <sipMP114 FXS1@192.168.2.160>
33.6.101
Log Search Filter [?7] 2020-01-27T19:5 BYE test <sip:test@10.0.2.15:5060> 1-2123@100220 99750244 OK L16/48000 <sip:siop@10.0.2.20:5060>
BYE
2020-01-27T19:54:15 1 INVITE L16/48000 <sip:sipp@10.0.2.20:5060> 1-2123@10.0220  1INVITE  OK test <sip1es@10.0.2.15:5060> 5012
Max Rows
- 2020-01-27T19:54:15 BYE test <siptest@10.0.2.15:5060> 1-2121@10.0220 99750240 OK L16/11025 <sip:sipp@10.0.2.20:5060>
= BYE
2020-01-27T19:54:15 10 uoP BYE test <sipitest@10.0.2.15:5060> 0220 99791983 OK LBC/B000 <sip:sipp@10.0.2.20:5060>
2020-01-27T19:54:1 BYE test <sip:test@10.0.2.15:5060> 1-2123@100220 99750244 OK 00 <sip:sipp@10.0.2.20:5060>
BYE
2020-01-27T19:54:15 ubP BYE test <sip:test@10.0.2.15:5060> 1-2120@10.0.2.20 99750234 OK
BYE 0.2.20:5060>
2020-01-27T1 uoP 8YE test <sip1est@10.0.2.15:5060> 0220 99750244 OK 10.0.2.20:5060>
BYE
2020-01-27T19:54:15 BYE test <siptest@10.0.2.15:5060> 1-2123@10.0.2.20 99750244 OK
BYE
2020-01-27T19:54: DP BYE test <siptest@10.0.2.15:5060> 1-2118@10.0220 99750230 OK
BYE
2020-01-27T19:54 uopP BYE test <sip:test@10.0.2.15:5060> 1-2123@10.0.2.20 99750244 OK L16/48000 <sip:sipp@10.0.2.20:5060>
BYE v

Figure 97-View Metadata VIOP view
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Q Search Logs

Begin Time

Log Search Filter (7]

Max Rows

Federated Nodes

nMA:NC

NashuaNH::nc_113

VOIP: nc_130

Timestamp Sessioninfo

2020-01-27T19:54:16 1

2020-01-27T19:54:15

2020-01-27T19:54:15 10

2020-01-27T19:54;

2020-01-27T19:54:15 1
2020-01-27T19:54:15 1
2020-01-27T19:54:15 1

2020-01-27T19:54:15 10. 5060 UDP
10.0.2.20:5060

2020-01-27T19:54:15
2020-01-27T19:54:15 1

2020-01-27T19:54:15 1

uoP

Page Size

RequestMethod
BYE

BYE

500 v 2 1

From

<sip:101@10.33.6.100;user=phone>
test <sip:test@10.0.2.15:5060>

test <sip:test@10.0.2.15:5060>

test <sip:test@10.0.2.15:5060>

0.0.2.15:5060>

test <sip:test

test <sipitest@10.0.2.15:5060>

test <siptest@10.0.2.15:5060>

test <sip:test@10.0.2.15:5060>

test <sip:test@10.0.2.15:5060>

Max Jitter: 99999

Call-d
190798326327120

2R

1-2123

1-2121@10.0.2.20

10.0.2.20

1-2123@10.0.2.20

1-2120@10.0.2.20

5 Next

Ccseq
3 1BYE

99750244

99750240
BYE
99791983
BYE
99750244
BYE
99750234
BYE
99750244
BYE
99750244
BYE
99750230
BYE
99750244
BYE

»

o As the user enters text into this text field, only the matching rows are displayed.

ResponseMethod To

oK

OK

OK

OK

<sipMP114. FXS1@192.168.2.160>

L16/48000 <sip:sipp@10.0.2.20:5060>

L 1648000 <sip:sipp@10.0.2.20:50

L16/11025 <sip:sipp@10.0.2.20:5060>

LBC/B000 <sip:sipp@10.0.2.20:5060>

L16/48000 <sip:sipp@10.0.2.20:5060>

8000 <sip:sipy

L16/48000 <sip:sipp@10.0.2.20:5060>

L16/8000/2 <sip:sipp@10.0.2.20:5060>

L16/48000 <sip:sipp@10.0.2.20:5060>

Jitter

Figure 98-View Metadata VOIP Find Text view

e “Min Jitter” and “Max Jitter” Filter:
o When both “Min Jitter” and “Max Jitter” fields are empty, only the sessions
without RTCP packets are displayed.

Q Search Logs

Begin Time

127 194000

End Time

Log Search Filter [7]

Max Rows

NashuaNH:n

VOIP: nc_130

Sessioninfo
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2020-01-27T19:54:15 1
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RequestMethod
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500 v v 1
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5:5060>

test <sipitest@10.0.2.15:5060>

test <sip:test@10.0.2.15:5060>

10.0.2.15:5060>

1@10.0.2.15:5060>

0.0.2.15:5080>

test <sip:test(

test <sip:test@10.0.2.15:5060>

Call-id
190798326327120
544@10.33.6.101
1-2123@10.0.2.20

1-2123@10.0.220

1-2121@10.0.2.20
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BYE
1INVITE

ResponseMethod To
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1-2123@10.0.2.20

99750244
BYE
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BYE

oK

<sip:MP114.FXS1@192.168.2.160>

L16/48000 <sip:sipp@10.0.2.20:5060>

test <siptest@10.0.2.15:5060>
L16/11025 <sip:sipp@10.0.2.20:5060>

iLBC/8000

sip:sipp@10.0.2.20:5060>

L16/48000 <sip:sipp@10.0.2.20:5060>
L16/1600012
<sip:sipp@10.0.2.20:5060>
L16/48000 <sip:sipp@10.0.2.20:5060>
L16/48000 <sip:sipp@10.0.2.20:5060>
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Jitter

Figure 99-View Metadata VOIP Min and Max Jitter field view
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o When the user enters values into both “Min Jitter” and “Max Jitter” fields, only
the sessions with jitter values that are >= “Min Jitter” and <= “Max Jitter” are
displayed.

UODefendedAlerts @SuspDomains &SuspSig(JA3)Alerts 3 <

pl #ActiveTriggers EFlows Q@DNS ¥k Files () HTTP LJSMB & Email 8TLS/SSL \VOIP
Federated Nodes
BostonMA:nc 130
Begin Time PageSize 500 v v 1 2 3 4 5 Next »
NashuaNH:nc_113
End Time Timestamp Sessioninfo RequestMethod  From Call-id CSeq ResponseMethod To Jitter
— 2020-01-27T19:54:16 103 BYE <sip:101@10.33.6.100;user=phone> 83263271201083 1BYE  OK <sipMP114.FXS1@192.168.2.160> 5012
hi 10.33.6.101
Log Search Fliter [?] 2020-01-27T19:54:15 BYE test <sip:test@10.0.2.15:5060> -2123@10.0.2.20 99750244 OK L16/48000 <sip:sipp@10.0.2.20:5060> 5012
BYE
2020-01-27T19:54:15 10 INVITE L16/48000 <sip:sipp@10.0.2.20:5060>  1-2123@ 1INVITE  OK test <sip:test@10.0.2.15:5060> 5012
Max Rows
- BYE test <sipitest@10.0.2.15:5060> 1-2121@100220 99750240 OK L16/11025 <sip'sipp@10.0.2.20:5060> 5012
= BYE
BYE test <siptest@10.0.2.15:5060> 9@10.0.220 99791983 OK LBC/B000 <sip:sipp@10.0.2.20:5060> 5012
h‘ “ L BYE

Figure 100-View Metadata VOIP Min and Max Jitter results

e Both “Find Text” and Jitter filters can be used together:

UDefendedAlerts @SuspDomains &SuspSig(JA3)Alerts Malware SusplPAlerts MUndefendedAlerts @ActiveTriggers EFlows @DNS ¥k Files ) HTTP LJSMB Email &TLS/SSL LVOIP
Q Search Logs VOIP: nc_130 S o Miitesor2 [l et 0099 |mwm
Federated Nodes
BostonMA:ne 130
Begin Time Page Size 500 v v 1 2 3 4 5 Next »
— NashuaNH 13
End Time Timestamp Sessioninfo RequestMethod  From Call-id CSeq ResponseMethod To Jitter
— 2020-01-27T18, 3 BYE <sip:101@10.33.6.100;user=phone> 7983263271201083 1BYE  OK <sip:MP114.FXS1 5012
336.10
Log Search Filter [7] 2020-01-27T19:54:15 1 BYE test <sipiest@10.0.2.15:5060> 1-2123@100220 99750244 OK L16/48000 <sip:sipp@10.0.2.20:5060> 5012
BYE
2020-01-27T19:54:15 10.0 BYE test <sipiest@10.0.2.15:5060> 1-2123@100220 99750244 OK L16/48000 <sip:sipp@10.0.2.20:5060> 5012
BYE
Max Rows
- 2020-01-27T19. BYE test <sipiest@10.0.2.15:5060> 1-2121@10.0220 99750240 OK L16/11025 <sip:sipp@10.0.2.20:5060> 5012
= o 8YE
2020-01-27T19:54:15 10.0.2.2 BYE test <siptest@10.0.2.15:5060> 100220 99791983 OK ILBC/B000 <sip:sipp@10.0.2.20:5060> 5912

Figure 101-View Metadata VOIP Min and Max Jitter and Find Text combined field view

VOIP sessions allow searching for SIP, RTP and RTCP packets for each session.

“SessionInfo” column for SIP sessions displays:
e SIP source IP address, SIP source port
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e SIP destination IP address, SIP destination port
e RTP inviter IP address, RTP inviter port.
e RTP invitee IP address, RTP invitee port.

“SessionInfo” column for RTP and RTCP sessions displays:

SIP source IP address, SIP source port

SIP destination IP address, SIP destination port
RTP inviter IP address, RTP inviter port.

RTP invitee IP address, RTP invitee port.

Jitter summary column displays the data extracted from RTCP packets for the session:

Note: If the session does not contain any RTCP packets the Jitter summary column can be blank.

Clicking on the hyperlinked sessioninfo pivots to the investigator screen that shows the events
with the same 5 tuple information for further analysis.

UDefendedAlerts @SuspDomains &SuspSig(JA3)Alerts dMalware € Ur Alerts @ ActiveTriggers EFlows @DNS ¥ Files () HTTP (I SMB Email &TLS/SSL WVOIP
P
Q Search Logs VOIP: ne_130 QFind Jext MinJteto  MaxJiter:ooo0o | |ERSINERNY CRENREN USRS
Federated Nodes
Begin Time Page Size 500
End Time Timestamp Sessioninfo RequestMothod Call-id CSeq  ResponseMethod To Jitter
2020-01-28T02:36:54 10.33.6.1C Click to r=pho! 1201083 1 BYE 0K <sip:MP114.FXS1@192.168.2.160>
1 3.6.
Log Search Filter [?] 2020-01-28T02:36: 060> 0220 100001580 OK
ave
2020-01-28T02:36: INVITE ol10.0.2.20:5060> 1-24411@10.0220  1INVITE OK
Max Rows
. 2020-01-28T02:36:52 1 BYE test < 5060> 1-2123@100220 99750244 OK L16) <sip:sipp
202001.287023652 s e e
E® EK
2020-01-28T02:36: BYE
2020-01-28T02:36:52 1 INVITE L6
1
2020-01-28T02:36 ave test <siptest@10. -
2020-01-28T02:36 INVITE i ¥
2020-01-28T02:36:52 10.0,2.20:5060 UDF BYE o
100
2020-01-28T02:36:52 1 D! INVITE L16/800072 <sip:sif

Figure 102-View Metadata VOIP SessionInfo Results view

10 REPORTS

The Reports tab allows the users to initiate requests for several types of reports that can be

viewed and printed.

To generate a report, follow the steps below:
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1. Select a Federated Node
2. Set Reports Settings(optional)

* FilterString to be passed on to Kibana as a query filter.

* Duration for the report data. Default Is 1 hour.
3. Click on one of the hyperlinks available in Reports List portion of the panel

Node: 10.91.170.130(nc_130) Report Log

FilterString Timestamp NodelP(NodeName) UserName Duration SearchFilter

2020-01-28T22:40:16.938Z 0.91.1 130) 1 Hours event_type:hitp’

Fodorated Nodes
) 1 Hours

1 Hours

Report Duration e Hour(s) Day(s)

1 Hours

1 Hours

2 Hours

1 Hours

1
1
1
1
10
1
1
1

1 Hours

hyperiinked
category from the

Figure 103-Reports Screen
4. A new browser tab will appear with the relevant Kibana interface.
5. Review data and modify the duration as needed.
6. From the browser’s File Menu, choose Print.
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Figure 104-Reports Results Screen

Major Services

= a X
(1]

w-1hto:now))& a=(description:" filters:(full.. @ s & W

0

New tab CtteT
New window cleN
New incognito window  Ctrl+ShifteN
History >
Downloads ey
Bookmarks »
80% o
Clep
CurieF
More tools >
Edit Cut  Copy  Paste
Settings
Help »
&t
armin
»
Log Counts

130,407

dns - Count

32,942 2,392

alert - Count tis - Count

2120 1,765

http - Count  smb - Count

7. When a print dialog appears, choose landscape layout, and the destination to be ‘Save

As PDF’

8. Report is saved as PDF on user’s system.
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11 CONFIGURATION

The Configuration tab is a drop down menu providing access to the following functions:

Software Management — License and Cluster management.

Authentication — User Management

Authorization — User roles and permissions.

Auditing - Rsyslog configuration, SNMP configuration, and Log Manager settings.
View System Events — Observe system events.

Generate Report — Custom Reporting

#Dashboard # @ Q & M g & Configuration @

' m Software M: t
® View Nodes| User:eontinuum  Role el |
& Authentication
[ CrowDewis | _ios ] ActveWiggers | i & Authorization b mance
GroupName (NodeCount) GroupName Services ActiveRules Rules IPAddresses. ins. JA3 Signatures Files. TLSISSL MaxGbps (com| IfputGbps
BostonMA (1) NodeCount Assets Undefended Events IPAlerts DomainAlerts  JA3 SigAlerts Emails HTTP AvgGhps Comle @ Auditing dta points to
L . Defended Alerts Alerts Netflows voIp DroppedPits . dpm)
r (dy [ 0 System Events
<  NashuaNH (1) . o
BostonMA 8 50659 7 94 19235 1526 17950 2 10 (42447T8/7.13)
4 12 266016 79 8023 0 0 0 124 0.32 2020.01-26 01:12:54 |  Detail

221 266178 0 0 2020.01-27 19:23:04
130555 0 0

NashuaNH 8 50659 13 2 19235 1526 26876 22 10 (6568.03TB/12.90)

) 12 116711 545 3084 0 0 0 124 277 2020.01-26 01:12:54 | Delail S

2187987 2632213 0 0 2020:01-27 19.23:04
3 0 0

Total 8 50659 13 94 19235 1526 44826 a4 2000 | (6630.47 TB/20.03)

GroupCount; 2 12 1382727 624 11107 0 0 0 248 3.09 2020-01-2601:12:54 | Overview.. |  feesesmeeemes

NodeCount: 2 2188208 2898391 0 0 202001-27 19:23:04

130558 0 c
[hNewCioup., | | NewNode.. 2 Upload SigDetect Ruleset... & Download SigDetect Rulese| W Pae Servers | B> Resume Servrs | J !

Figure 105-Configuration Options

11.1 SOFTWARE MANAGEMENT

This panel allows the user to perform license management and software update management.

11.1.1 License Management

Once a license key has been forwarded, copy and paste the provided string into the License Installer in the
web user interface. Note: If it is cluster enabled configuration each node needs to be licensed individually.

If you do not have any data nodes, you will only need to apply the master license.
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User Management @ Master License
Password requirements. 8 Chars Of IONQEr. ONE O MOPE IoWer Case kers, ONe O MOKe UPPer Case letiers, One Or More these Special characters

Asowed special characters are IGWS'S Nofe: $ 5 not alowesd as he fes character Syste -

Role UserName Password ConfirmPassword

MR
i

Figure 106-Configuration Master License Update function

11.1.2 System Information
Clicking on Show System Info button displays a pop up window containing the following information:

Storage capacity of the Master and enabled Cluster nodes
Search Storage Statistics

Memory Statistics

Five most recent Pcap files stored

Interfaces configured for capture

Systom 1D | JEMUIIWISTI4O2-X

Licanse Key

® Cluster Nodel

System 1D | 36UISISISR42-X

Ucense Key

® Cluster Node2

System IO

15493145394201 74090 15493145399378376.. pcep

Interfaces capable of copturing data

0000:37:00.0 "[thernet
0000:37:00.1 *Ethernet Co

or 10GOE SFPe 1572
or 10GOE SFPe 1572

Figure 107-Configuration Show System Info Button results

11.1.3 Cluster Management

The appliance can function as a standalone server or a cluster of servers. This allows for the expansion of
data storage and computational ability of the system. Software Configuration panel displays the Master
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Node and the configurable Cluster Nodes as shown below.

# Master Node Status:Running License:Evaluation

System ID | 36343638-3532-4032-3238-353130304647

Eli

# Cluster Nodel Status:Enabled License:Evaluation  Disable Cluster Node

System ID | 36343638-3532-4432-3238-353130344233

# Cluster Node2 Status Disabled License-Evaluation W

o
3
=l

Figure 108-Cluster Node Management view

Note: By default — Cluster Nodes are disabled.

11.1.3.1 Enable Cluster Node

Before enabling a data node, the user must ensure the capture server is running and the Cluster node
is connected to the master node.

When the Cluster Nodel is ready to be included in the cluster, the user must press “Enable Cluster
Node” button for Cluster Nodel. This will change button label to “Disable Cluster Node”.

Now the server is aware of the newly enabled Cluster Node(s).

If these servers are enabled, up and connected - the status of the respective nodes in the cluster will
change to “Running”.

If Data Nodel and/or any node available are licensed, then the license label will display
Permanent/Evaluation based on the license used.

11.1.3.2 Disable Cluster Node

To disable the Data Node, the user should click the “Disable Cluster Node” button for that node under
the cluster tab.

Now the disabled Cluster Node is not associated with the master.

The node will no longer store data.

11.1.3.3 Software Update Management

This panel allows downloading capture software upgrades from a central server and pushing these updates
to the Nodes.

User provides the URL for checking/downloading software updates and click on “Check for Update”
button.
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@ Master Node Status Running License Evaluation m ® Software Update Manager Last Update: 7.3.0.309-408.12

Systom 1D | 36343638-3532-402.3238- 353130304647 (LCopy,| R
S e
@ Software Update Log

@ Cluster Nodel Status:Running License:Permanent  Disable Cluster Node Date Message

2018-12-20 22:19:01 url:hips J/sharofie.oxampie.com/a230333243242
i [cimsmmserrencores |

Figure 109-Software Update Manager view and Check for Updates button

If an update is available, “Apply Update” button is displayed. Clicking on this button updates the
software.

# Master Node Status:Running License:Evaluation m @ Software Update Manager Last Update: 7.3.0.309-408.12

System D | 36343638-3532-4032-3238-353130304647 - URL M

License Key | Update|
Software Update Log

# Cluster Nodel Status:Running License:Permanent  Disable Cluster Node. Date Message
2018-12-20 22:19:01 example.
System ID  4C4C4544-0050-5410-8034-B8C04F343832 -

Figure 110-Software Update Manager function and Apply Update button
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11.2 AUTHENTICATION

This panel allows users to choose from one of the following authentication mechanisms:
1. Local Authentication

e This is the default Authentication.

e Backward compatible with earlier versions of the software.

e Server switches over to Local Authentication if SSO, LDAP, or other
allowed/configured authentications fail.

2. Remote Authentication

e This tab allows the user to switch to SSO, LDAP, Radius or other
allowed/configured authentication modes.
e Note: Only one authentication mode can be active at a given time.

11.2.1 Local Authentication
Local authentication is used to manage local users.

11.2.1.1 Adding Users
Perform the following to add a new user:

1. Select the role for the user being created from the drop down

a. Roles are created and assigned through Configuration— Authorization tab. Please refer to
section 9.3 for more details.

Enter Username and Password for the new user

Retype and confirm the password

Click on the Add button.

Once the user is added, the users list is refreshed to show the newly added user. This may take

few seconds.

nbkwbd

Il Reports & Configuraton @

| PEocaAGHeRGEATGR] Remote Authentication

8 User Management
Possword requirements: 8 chars of longer; 0 of more lower Case letirs, 07 o MOr@ Upper Case leters, ne of More these special characters

Alowed speciel characters are I@88°S Note: $ is not allowed as the first character.

Role UserName Passwort d ConfirmPassword

z
§
H

Figure 111-Add Users view

11.2.1.2 Activate Local Authentication Mode

This button appears on the Authentication — Local screen only if the currently logged user is not a local
user. If the current user is a LDAP, SSO or Radius user and wants to change back to a local user the user
is presented with “Activate Local Authentication Mode” button. Clicking on this button, closes any active
connection to LDAP, SSO or Radius server. The user can login again using the local user from the local
database.
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Note:

In case of any failure, the user automatically falls back to the local user.

e At a given time only one authentication mode is active. If the user wants to change to
a different authentication mode, the user has to first fall back/activate the local mode,
re-login as local user and then activate desired authentication mode. Once the new
authentication is activated, the user can now logout as local user and login back using
the newly activated authentication mode.

|Cocal Afentication] Remote Authentication

& User Management

Password requirements: 8 chars or konger; one or more lower case lefters, one or more upper case letters, one or more these spacial characters

Allowed special characters are I@#8°S Note: $ is not allowed as the first character.

Role UserName Password ConfirmPassword Action

Admin

User1234

This button appears only if

e — the current user is not a local
user
Figure 112-Activate Local Authentication Mode button view
11.2.1.3 Deleting Users
Perform the following to delete a user:
1. To delete a user, click on the Delete button of the user to be deleted.
2. Once a user has been deleted, this username and password cannot be used for either UI login or
REST login.
3. To delete an existing user, you must be logged in to the system as admin.

Note:

e Any user who is currently logged into the system cannot be deleted.

LslAitriion e

& User Management
Password requirements: 8 chars or longer; one or more lower case letters, one or more upper case letters, one or more these special characters

Allowed special characters are I@#&*S Note: $ is not allowed as the first character.

Role UserName Password ConfirmPassword Action

Admin v

Admin continuum

Search Manager User1234

M[

Figure 113-User Management Delete User Button view
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@User Management @ Master License
Password fecurements 8 Chars G Kger. Gne o More Kwe G356 IS, 076 OF ore Upper Case Keters, e of moxe these specal characiers

e Tl i o wsoony

Role UserName Password ConfirmPassword

A
|
\

FRRRRRERE "
| i

Figure 114-User Management Delete User Button view

11.2.1.4 Modifying Users
1. To modify a password for a user click the Edit button for that user.

Remote Authentication

48 User Management
Password requirements: 8 chars or longer; one or more lower case letters, one or more upper case letters, one or more these special characters

Allowed special characlers are I@#&"S Note: $ is not allowed as the first character.

Role UserName Password ConfirmPassword Action
Admin v (s

Admin continuum ﬁ
Seach Manager Usert234 @

Figure 115-Manage Users Modify/Edit User button

2. Enter a new password and confirm password. Click save.

fon] Remote Authentication

& User Management
Password requirements: 8 chars or longer; one or more lower case leters, one or more upper case lefers, one or more these special characters

Allowed special characlers are [@#8"S Note: $ is not allowed es the first character.

Role UserName Password ConfirmPassword Action

Admin

Admin continuum “

Figure 116-Manage Users Change Password button

Note:

o Only Tier2 user can modify the password for a user (including himself or another Tier2(admin)/ Tierl(Guest))
o [fthe user is currently logged into the session, he should be prompted to login again with the new password.
The previous login session is no longer valid.
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11.2.1.5 Unlock User

To unlock a user login to the system as admin. Click on the unlock button for that user.

@Dashboard 4 P

actors oo Q&S Note: 16

x mcre Upper Cate lekers crie Of more thase specal Characters

Role UserName

Tierz continuum

Tiert Test1234

Password ConfirmPassword

System ID

Action License Key

@ Master License

4CACA4544-0059-4610-8034-C2C04F 503232

Figure 117-Manage Users Unlock User button

11.2.2 Remote Authentication

@ d &

Local i Remote

&5 S50 Configuration

Server IP
UserName
Password
Realm

ClientiD

Reset Fields

=]

ELDAP C

Server IP.
Port

UserName
Password
CommonName
DomainComponent

DomainComponent

Reset Fields

=

Use Remote Authentication to configure and enable SSO, LDAP, or Radius authentication methods.

# Configuration @}

& Radius Configuration

Server IP
Port

UserName
Password

Secret

Reset Fields

S

‘ & PKI Configuration

Certificate Data

Privato Koy

Reset Fields

Figure 118-Remote Authentication Configuration view

Note:

e In case of any failure, the user automatically falls back to the local user.

e Ata given time only one authentication mode is active. If the user wants to change to a different
authentication mode, the user has to first fall back/activate the local mode, re-login as local user
and then activate desired authentication mode. Once the new authentication is activated, the user
can now logout as local user and login back using the newly activated authentication mode.
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11.2.2.1 Activate SSO Authentication

e Enter SSO server IP address, UserName, Password, Realm, and ClientID.

o Click “Activate SSO” button and confirm.

e Ifthe SSO IP Address, username, password are valid for the specified Realm and Client, the Node
server switches to SSO mode.

e User must log out and log back in using the SSO credentials.

11.2.2.2 Activate LDAP Authentication

o Enter LDAP server IP address, Port, UserName, Password, CommonName, and DomainComponent.
Click “Activate LDAP” button and confirm.

o Ifthe LDAP IP Address, Port, UserName, Password, CommonName, and DomainComponent are
valid, the Node server switches to LDAP mode.

e User must log out and log back in using the LDAP credentials.

11.2.2.3 Activate RADIUS Authentication

Enter RADIUS server IP address, Port, UserName, Password, and Secret.

e C(Click “Activate Radius” button and confirm.
If the RADIUS IP Address, Port, UserName, Password, and Secret are valid, the Node server
switches to RADIUS mode.

e User must log out and log back in using the RADIUS credentials.

11.2.2.4 Mapping a role to a RADIUS user
The Map Role button allows mapping Radius users to roles defined via Authorization tab.

Map Radius User to a Role

Userhame IEnter User Name to be mapped

RoleName Adwiin "
ke a2ty
+ Current Radius User Role Assignment

UserName RoleName
continuum Admin

nancy Admin
testuser Guest
testuser.1 PolicyManager

testuser5 PolicyManager

Figure 119-Mapping a Role to a RADIUS user

e C(Click on the “Map Role...” button.

e Enter radius UserName.

e Choose a RoleName from the drop-down list of available roles and click on “Map Role”
button to map a radius user to the role.
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e The newly assigned role and username are displayed as a list for quick reference. To
delete a role mapping, simply click on the delete icon next to the role.

e When a radius user logs into the capture UI, the capture server checks the role status and
use the assigned role to determine the authorization level of the user. If the signed in user
us not mapped to a role, the capture server assigns “Guest” role.

11.2.2.5 Upload PKI Certificate

This panel allows PKI (Public Key Infrastructure) certificate to be uploaded to be used by the application
web server. Copy and Paste Certificate data and Private key data into text areas shown below and press
Upload PKI Certificate button. If the certificate and private key are valid and md5sums match, the server
will restart with the new certificate. The user must login again.

Local i Remote

& 550 Configuration ELDAP Configuration &5 Radius Configuration & PKI Configuration

Server IP Server IP. Server IP Certificate Data

Privato Koy

Reset Fields Reset Fields Reset Fields : Reset Fields

Figure 120-Upload PKI Certificate view

11.3 AUTHORIZATION

Authorization tab allows adding new roles and setting permissions for each role. When a user is assigned
a role, the node UI menus are enabled/disabled based on the permissions of the role. Once created these
roles are provided as a dropdown list for each of the authentication modes under the Authentication tab
and can be assigned to a user at the time of user creation.
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Note:

Authentication permission controls Authentication tab

Licensing permission controls Software management tab and licensing.

DeleteSearch permission can Delete Searches.

Auditing permission controls Auditing features.

Dashboard permission controls all dashboard features.

Policy permission controls Policy menu items and Authorization tab.

Default role “Admin” and “Guest” cannot be modified.

Guest role allows view only permission

Policy permission DOES NOT control Authentication, Licensing, Delete Search, Auditing, or
Dashboard.

e To add arole click on the “Add Role” button at the top right of the panel.

Role Name: | Manageq |
o Hate: Gnly Alphanumeric characters allowed

Figure 121-Authorization Add Role button

e Once arole is created assign the permission by checking the boxes.
Click “Apply”

e Once created these roles are provided as a drop down list for each of the authentication modes under
the Authentication tab and are available to be assigned to the users.
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it ahaddbeis |
Rolé Nama Dashboard Pallcy Licensing Authentication Auditing DeletsSsarch Actions

¢ ’ ¢ v @ ]

Figure 122-Authorization Apply Role button

11.3.1 SSO, LDAP and RADIUS Authorization

Capture server platform honors any role associated with users created via SSO, LDAP or RADIUS
authentication modes. If this role is not defined as part of the Authorization in the capture application, any
user associated with this role will have READ-ONLY access to the application.

This role must be added to the application via the Authorization panel and assigned the desired
permissions. From here on, any user with this role will be authorized to access the functions based on the
ermissions assigned.

Note: 1t is advisable to create required roles and assign permissions via the Authorization panel before
logging in to the application as a SSO, LDAP, or RADIUS user.

Use Case:

When a user logs in with an authentication mode other than the Local and has permission to only view
the content of the application, there may be two scenarios:

Scenariol- The role of the user exists in the capture application but has "read-only" permission to all
the functions of the application. In this case, the user must request an Admin user to login and modify
the permissions of the role.

Scenario 2- The role of the user does not exist in the capture application. In this case, the user must
request an Admin user to create the role and assign permissions to the role.

In either scenario, the user must logout and log back in for the authorization changes to take effect.
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11.4 AUDITING

Auditing has three separate functional groups: Rsyslog configuration, SNMP configuration, and Log
Manager settings. Each of these can be configured independent of the other. Two Rsyslog server settings
can be provided for high-availability. Similarly, two SNMP server can be provided for high-availability.

Reset  contgue Reset

Reset

*

(_contgure | Reset wontos Resel

Figure 123-Auditing Function view

Each of the syslog servers can be setup to receive syslog messages at the configured frequency. Reset
button on each panel removes the Syslog server setting. (Refer to Appendix A for Syslog server setup)

Each of the SNMP servers can be setup to receive SNMP traps. Reset button removes on each panel the
SNMP server setting.

Logging options panel shows options to enable/disable logging for different functions:

e (Critical Events — this is always enabled, cannot be disabled. Log all critical events such as disk space
full, critical component failure

e Alerts — this is always enabled, cannot be disabled. Suricata rule-based alerts of any severity
Search — Log events for create/delete/cancel search, search completion, pause, resume.

e Storagelnfo — Log events to show how much of Capture Storage is used/free, Search Storage is
used/free.

e Active Trigger Events — Log active trigger events

e Upload Data — Log every upload file action from the UI (Upload search back rules, upload critical
IPs and so on)

e Download Data — Log Download actions from the UI (Download PCAP data, Download searchback
rules and so on)

11.5 SYSTEM EVENTS

The System event tab displays the Timestamp, Type and associated Message with severity. All events are
clickable and searchable.
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Severity can be one of three values: 1:

Severe, 2: Warning, 3: Informational

Q Search Logs SystemEvents: nc_113
Federated Nodes
stonMA:n
Begin Time
NashuaNH:ne 113
End Time TimeStamp.

2020-01-28 00:25:42

Log Search Filter [7]

Max Rows.

QFind Text
Page Size 500

Message Soverlty

Completed Names=fms 2020 01 27 19 25 23 77, Fiter=PcapData,tep or udp, 3
3
3
3
3
3
3
3

Figure 124-Node System Events view

11.5.1 Generate Report

The Generator Report tab allows the user to specify various parameters for generating reports that can be

downloaded for review and analysis.

@Report Generator

Report Name

Report_201

* Begin Time ( YYYY-MM-DD HH:MA:SS Gaoture Server Time )

2019-06-20 23:38:00

*End Time ( YYYY-MM-DD HHMM:SS Caplura Server Time )

2019-03-21 16:49:07
Log Search Filter (Default: Blank => No Filter)

804192.168.1.1

Output Categories (| Check All

[ommece |

@ ThreatlPs @ Alerts Assets

@ HTTP @S DNS
Ema @) NetFlows File Logs
Active Triggers System

Export Format ® JSON csv

Reset Fields

= Report Details

Report Name

Repor_2019_8_26_12_40_7_continuu

Begin Time
2019-06-20 23:38:X
End Time
2019-03-21 16:49:07
Log Search Filter
801162.168.1.100
Output Categories

ThreatlPs, Alerts, SearchPerformance HTTP,TLS,CompletedSearches,NetFlows
Export Format

JSON

Message

Figure 125-Report Generator view

Report Name — System provides a default used name based on the current time. This can

Begin/End time — The report output is restricted to the events and alerts between the

[ ]

be edited to provide a suitable name.
([ ]

times specified in these fields.
[ ]

Log Search Filter — The report output can be further restricted by log search filter. The
rules of the Linux grep command’s search string apply to this field.
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Use Case
OR condition:

o patternl\|pattern2 returns strings that have either patternl OR pattern2 or both.

For example: google\|Microsoft search filter returns strings like the ones shown
below. This filter skips any string that does not include neither google nor
Microsoft.

o google may have been the first to implement this technology.

o Microsoft is not too far behind.

o Both google and Microsoft are fighting to take market share.

AND condition:

e patternl.*pattern2 returns strings that contain patternl before pattern2 in a string.
It does not return strings that have pattern2 before patternl.

For example: google. *Microsoft search filter will return strings such as follows:
o Both google and Microsoft are fighting for market share
e The above string skips the following sentences:
o google has not commented on the news. ( only patternli, no pattern2)
o Microsoft and google are fighting for market share ( pattern2 followed by
patternl)

e Output Categories — Allows user to select different types of event and alert data to be
included in the report.

e Export Format — By default format is JSON. User can also specify the output to be in
XML or CSV format.

To generate a report, user must click the “Generate Report” button, once the required fields are filled. The
server will generate a <ReportName>.zip file that includes one file for each selected category. This zip
file can be downloaded by clicking on Download Report button.

12 NETWORK CONFIGURATION

In order for this application to be accessible remotely, an IP address must be assigned to one of the
Ethernet ports (typically ethO, ethl, or eth2). For initial configuration you may need to connect a VGA
compatible monitor, boot up the system locally, login, and configure a static or DHCP IP address for your
own network. After starting the system login as the root user (username: root, password: Contact support
for default password to access the system or to change the password.)

Remote Login: After setting up an IP address locally, you can perform future operating system
administrative functions by remote login via an SSH client. Configure your SSH client to connect using
port 22.

Network Settings

Protocol Description
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RHEL/CentOS, edit the following settings at: "/etc/sysconfig/network-scripts/ifcfg-eth2" (or eth3,
etc.).

BOOTPROTO=dhcp

NM_CONTROLLED=yes

ONBOOT=yes

For example: edit the following settings at: "/etc/sysconfig/network-scripts/ifcfg-
eth2" (or ifcfg-eth3, etc.).

BOOTPROTO=static
BROADCAST=192.168.1.255
DNS1=75.75.75.75
DNS2=75.75.75.76
GATEWAY=192.168.1.2
IPADDR=192.168.1.1
NETMASK=255.255.255.0
NM_CONTROLLED=yes
ONBOOT=yes
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APPENDIX A: CLIENT SYSLOG CONFIGURATION PROCEDURES

1. Edit /etc/rsyslog.conf
[root client ~]# vi /etc/rsyslog.conf

2. At the end of file place the following line to point the client message log to the server

*.info;mail.none;authpriv.none;cron.none 192.168.0.105

Note: Optionally choose hostname or IP address.

3. Restart the syslog service

[root client ~]# service rsyslog restart
Message logs are now sent to both the central log server and local log files.

4. Verify Firewall Port opening(optional)

Generally production environments are protected by a hardware firewall. The following ports need to be
opened: TCP & UDP 514. Verify the port opening by issuing the following command from the client:

[root client ~]# telnet 192.168.0.105 514

Trying 192.168.0.105...

Connected to 192.168.0.105.
Escape character is ' '

If telnet is not available, use ssh to verify communications with server on port 514.
[root@localhost ~]1# ssh —p 514 —v root@l10.91.170.20
OpenSSH 5.3pl, OpenSsST, 1.0.le-fips 11 Feb 2013
debugl: Reading configuration data /etc/ssh/ssh config
Applying options for *
Connecting to 10.91.170.20 [10.91.170.20] port 514
Connection established
permanently set uid: O/m
identify file /root/.ssh/identify type -1
identify file /root/.ssh/identify-cert type -1

identify file /root/.ssh/id rsa type -1

identify file /root/.ssh/id rsa-cert type -1
identify file /root/.ssh/id dsa type -1
identify file /root/.ssh/id dsa-cert type -1
identify file /root/.ssh/id ecdsa type -1
identify file /root/.ssh/id ecdsa-cert type -1

5. To test that it is working perform the following command, and then confirm a record of the command
restart is recorded in the logs:

Page 103 of 126



™ "
) i&!lc'!\:l: U\! E\AL{TI I: S User Guide
January 30, 2020

[root client~]# service ntpd restart

Shutting down ntpd:

Verify that similar messages appear in /var/log/messages
Client:

ntpd[40092] : .0.0. restart
ntpd[40092]: .0.0. freq set kernel 4.085 PPM

ntpd[40092]: .0.0. restart
ntpd[40092]: .0.0. freq set kernel 4.085 PPM
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APPENDIX B: LEEF MESSAGE FORMAT

The syslog messages are generated and reported in the format

<DateTime> <localhost> LOGMSG: 2.0| OrgName |BrandName |Version|<ID>|cat=<category>
msg=<message>

For example: when capture server starts on the localhost, the following syslog message is added to
/var/log/messages file:

Jan 06 22:27:49 localhost LOGMSG: 2.0| OrgName | BrandName|Version| Started |cat= PacketCapture

LOGMSG: 2.0] OrgName|BrandName|Version| Changed |cat=PrecaptureFilter msg= <text> - This event
is generated when a PreCapture filter is added or updated.

LOGMSG: 2.0| OrgName|BrandName|Version| Reset |cat=PrecaptureFilter msg<text> This event is
generated when a PreCapture filter is deleted.

LOGMSG: 2.0] OrgName|BrandName|Version|Loaded|cat=ActiveTrigger msg <text>-This event is
generated when an active trigger is added.

LOGMSG: 2.0] OrgName|BrandName|Version| Updated |cat=ActiveTrigger msg <text>- This event is
generated when an active trigger is updated.

LOGMSG: 2.0| OrgName|BrandName|Version| Deleted|cat=ActiveTrigger msg <text>- This event is
generated when an active trigger is deleted.

LOGMSG: 2.0| OrgName|BrandName|Version|Triggered|cat=ActiveTrigger msg <text>- This event is
generated when an active trigger is fired.

LOGMSG: 2.0] OrgName|BrandName|Version| Created|cat= Search msg <text>- This event is generated
when a search is created.

LOGMSG: 2.0] OrgName|BrandName|Version| Completed|cat= Search msg <text>- This event is
generated when a search is completed.

LOGMSG: 2.0] OrgName|BrandName|Version| Deleted|cat= Search msg <text>- This event is generated
when a search is deleted.

LOGMSG: 2.0] OrgName|BrandName|Version| Cancelled|cat= Search msg <text> - This event is
generated when a search is cancelled.

LOGMSG: 2.0| OrgName|BrandName|Version| Failed|cat= Search msg="Search storage full. Remove old
search data and try again” - This event is generated when a search storage is full.

LOGMSG: 2.0] OrgName|BrandName|Version| Pause|cat= Search msg="Search storage full. Remove old

search data. Search will automatically resume after old search data removed.” - This event is generated
when an ongoing search pauses because the search storage is full.

LOGMSG: 2.0] OrgName|BrandName|Version| Resume|cat= Search msg="Search resumed as the storage
space freed up” - This event is generated when a currently paused search resumes as the user has freed up
search storage space by deleting old search(es).

LOGMSG: 2.0] OrgName|BrandName|Version| SessionReset|cat= Admin - This event is generated when
a user with Admin privilege has pressed the “Reset Session” button.

LOGMSG: 2.0] OrgName|BrandName|Version|UserAdded|cat= Admin- This event is generated when a
user new user has been added.

LOGMSG: 2.0] OrgName|BrandName|Version| UserDeleted|cat= Admin- This event is generated when
an existing user has been deleted.
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LOGMSG: 2.0] OrgName|BrandName|Version| UserErrorjcat= Admin -This event is generated when an
error occurred on adding/updating/deleting a user.

LOGMSG: 2.0| OrgName|BrandName|Version| UserChanged|cat= Admin -This event is generated when
an existing user’s password or role has been changed.

LOGMSG: 2.0] OrgName|BrandName|Version| UserLocked|cat= Admin -This event occurs to alert that a
user has been locked after 3 unsuccessful attempts to login with a span of 30 minutes

LOGMSG: 2.0] OrgName|BrandName|Version| UserUnlocked|cat= Admin - This event occurs to alert

that a previously locked user has been unlocked by an Admin user or 30 minutes have elapsed since the
user has been locked.

LOGMSG: 2.0| OrgName|BrandName|Version|Demo|cat=Licensing msg <text> - This event is generated
to alert that the license that has been applied is a Demo license.

LOGMSG: 2.0] OrgName|BrandName|Version| Expired|cat=Licensing msg <text> -This event is
generated to alert that the license has expired.

LOGMSG: 2.0] OrgName|BrandName|Version| Permanent|cat=Licensing msg <text> -This event is
generated to alert that the license that has been applied is a Permanent license.

LOGMSG: 2.0] OrgName|BrandName|Version| HyperThreading NotEnabled|cat=PacketCapture msg
="Warning: HyperThreading must be enabled.” - This event is generated to alert that hyper threading has
not been enabled as it is a requirement for successful operation of a capture server.

LOGMSG: 2.0] OrgName|BrandName|Version| Started|cat=PacketCapture - This event is generated to
alert that capture server has been started.

LOGMSG: 2.0] OrgName|BrandName|Version| Stopped|cat=PacketCapture - This event is generated to
alert that the capture server has been stopped.

LOGMSG: 2.0| OrgName|BrandName|Version| NoNetworkTraffic|cat= PacketCapture msg="Review
troubleshooting guide or check capture interface cabling, correct span/tap ports”- This event is generated
to alert that the capture server is not receiving any traffic at the moment.

LOGMSG: 2.0| OrgName|BrandName|Version| CaptureStats |cat= PacketCapture msg="LOGMSG: 2.0|
OrgName|BrandName|Version| PacketCapture|cat=CaptureStats msg=Throughput:7.71,
PacketsPerSec:1357894, TCP:1357794, UDP:100, Other:0, CompressionRatio:1.21” - This is a stat
reporting event, occurs once every minute.

LOGMSG: 2.0] OrgName|BrandName|Version|System|cat=RootFileSystem msg=WARNING: / file
system usage is above 70%.0..the system will be shut down if above 90%

LOGMSG: 2.0] OrgName|BrandName|Version|CaptureServerSetup|cat=System msg=W ARNING: One or
more directories/symlinks are invalid. Please contact support.
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APPENDIX C: PCAP PORT INFORMATION

The following list of TCP ports need to be opened for external access on a PCAP master:
e 4477 - ssh port
e 41395 - WEB Ul access
41392 - PCAP REST API access

In Clustered environments, the following list of TCP ports must be opened for Data Node access on a
PCAP master:

o 41391, 41393 through 41396 - data node send node status, license info, system usage info and
search lists and search data

e 41500 - data node send node status, license info, system usage info and search lists and search
data

In case of Cluster, the following list of TCP ports must be opened for PCAP Master Node access on
EACH PCAP data node:

e 4477 - ssh port
e 5000 through 5021 - PCAP master sends PCAP data and status requests. All of these ports must
be open

Note: All the ports mentioned above are TCP.
Note: There should be no ports open for external access on a PCAP data node.
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APPENDIX D: BPF FILTER

Berkeley Packet Filter (BPFs) are a raw interface to data link layers in a protocol independent fashion.
They are a powerful tool for intrusion detection analysis. Using them will allow the user to quickly drill
down specific packets to see and reduce large packet captures down to the essentials.

The BPF syntax consists of one or more primitives. Primitives usually consist of an id(name or number)
preceded by one or more qualifiers. There are three different kinds of qualifier:

type
qualifiers say what kind of thing the id name or number refers to. E.g., host, net, port, port range. If there
is no qualifier, host is assumed

dir
qualifiers specify a particular transfer direction to and/or from id. Possible directions are src,dst,src or dst.
E.g., dstnet 128.3

proto

qualifiers restrict the match to the particular protocol. Possible protocols are: ether, fddi,tr, wlan, IP, IPv6,
arp, rarp, decnet, tcp and udp.

Primitive Filters

Allowable primitives are given below for reference:

Primitive Filters Description

[src|dst] host <host> E.g., src host <host> dst host Matches a host as the IP source, destination, or either.
<host> e These host expressions can be used in

host <host> conjunction with other protocols like IP, arp,
IP host <host> rarp or ip6

ether [src|dst] host <ehost> E.g., ether host
<MAC> ether src host <MAC> Matches a host as the Ethernet source, destination,

or either
ether dst host <MAC>
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Description

[src|dst] net <network>

E.g., dst net 192.168.1.0 src net 192.168.1
dst net 172.16
src net 10
net 192.168.1.0 net 192.168.1.0/24
src net 192.168.1/24

Matches packets to or from source/destination or
either, residing in a network.

An IPv4 network number can be specified as:

e Dottedquad(e.g.,192.168.1.0)
e Dottedtriple (e.g.,192.168.1)
e Dotted pair (e.g., 172.16)

e Orsingle number (e.g., 10)

[src|dst] net <network> mask <netmask> or
[src|dst] net <network>/<len>

E.g., dst net 192.168.1.0 mask 255.255.255.255 or
dst net 192.168.1.0/24
src net 192.168.1 mask 255.255.255.0 or
src net 192.168.1/24
dst net 172.16 mask 255.255.0.0
src net 10 mask 255.0.0.0

Matches packets with specific netmask. /len can
also be specified to capture traffic from range of
IP addresses.

e Netmask for dotted quad (e.g.,
192.168.1.0) is 255.255.255.255

e Netmask for dotted triple (e.g.,
192.168.1) is 255.255.255.0

e Netmask for dotted pair (e.g.,172.16) is
255.255.0.0

e Or single number (e.g.,10) is 255.0.0.0

[src|dst] port <port> or
[tepjudp] [src|dst] port <port>
e.g., src port 443 dst port 20
port 80

Matches packets sent to/from port

e Protocols (e.g., tcp/udp/IP etc.) can be
applied to a port to get specific results

[src|dst] portrange <p1>-<p2> or
[tepjudp] [sre|dst] portrange <p1>-<p2>
E.g., src portrange 80-88

tep portrange 1501-1549

Matches packets to/from a port in the given
range
e Protocols can be applied to port range to
filter specific packets within the range

less <length> E.g., less 300

Matches packets less than or equal to length

greater <length> E.g., greater 301

Matches packets greater than or equal to length

(ether|ip|ip6) proto <protocol>
E.g., ether proto 0x888e IP proto 50

Matches an Ethernet, IPv4, or IPv6 protocol
e Protocol can be a number or name. (Except
for named protocols that bpf is aware of
such as icmp, tcp, udp,dns, etc)

(ip|ip6) protochain <protocol> E.g., ip6 protochain 6

Matches IPv4, or IPv6 packets with a protocol
header in the protocol header chain

(ether|ip) broadcast

Matches Ethernet or IPv4 broadcasts
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Description

(ether|ip|ip6) multicast E.g., ether[0] & 1 !=0

Matches Ethernet, IPv4, or IPv6 multicasts

vlan [<vlan>]
o E.g., vlan 100 && vlan 200
(filters on vlan 200 encapsulated within vlan 100)
o vlan && vlan 300 && IP
(filters IPv4 protocols encapsulated in vlan 300
encapsulated within any higher order vlan)

Matches 802.1Q frames optionally with a
VLAN ID of vlan

mpls [<label>]
o E.g., mpls 100000 && mpls 1024

Matches MPLS packets, optionally with a label
of label

(filters packets with outer label 100000 and inner
Label 1024)

0 mpls && mpls 1024 && host
192.9.200.1(filters packets to and from 192.9.200.1
with an inner label of 1024 and any outer label)

e mpls expression may be used more than
once, to filter on MPLS hierarchies.

Protocols

Various protocols can be combined with primitive BPF filters using modifiers and operators.

Types of valid Protocols are given below:

arp ip6 udp fddi link slip rarp

ether IP wlan icmp tcp radio pPP
Modifiers
Types of valid modifiers/operators:

Parentheses ()

Negation =

Concatenation ‘&&’ or ‘and’

Alteration ‘||’ or ‘or’
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Examples of some filters using operators and modifiers:

udp dst port not 53 UDP not bound for port 53
host 10.0.0.1 && host 10.0.0.2 Traffic between these hosts
Tcp dst port 80 or 8080 Packets to either tcp ports

ether[0:4] & OxffffffOf > 25

Range based mask applied to bytes greater
than 25

IP[1]!=0

Captures packets for which Types of
Service(TOS) field in the IP header is not
equal to 0

ether host 11:22:33:44:55:66

Matches a specific host with that Mac address

ether[0] & 1 = 0 and IP[16] >= 224

Captures IP broadcast or multicast broadcast
that were not sent via  Ethernet
broadcast/multicast

icmp[icmptype] != icmp-echo

Captures all icmp packets that are not echo
requests

IP[0] & Oxf =5

Catches all IP packets with options

IP[6:2] & Ox I fff=0

Catches only unfragmented IPv4 datagrams
and frag zero of fragmented ipv4 datagrams

tep[13] & 16 1= 0

Captures tcp-ack packets

tep[13] & 32 1=0

Captures tcp-urg packets

tep[13] & 8!=0

Captures tcp-psh packets

tep[13] & 41=0

Captures tcp-rst packets

tep[13] & 2!=0

Captures tcp-syn packets

tep[13] & 11=0

Captures tcp-fin packets

tep[tepflags] & (tep-syn|tep-fin) !=0

Captures start and end packets (the SYN and
FIN packets) of each TCP conversation
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APPENDIX E: DECRYPTING PCAPS WITH SSL SESSION KEYS

Decrypting PCAP data using SSL session key
This workflow presumes a set of SSL Session keys for decrypting PCAP data is available.

1. Download one or more (encrypted) PCAPs from a completed PCAP search.

Note: If the sessionized TLS/SSL search results in more than 1 PCAP, the PCAPs must be merged into a
single PCAP so that one complete session can be loaded into Wireshark in order to decrypt it with a key.
2. User can download all PCAPs using the “Download All” option.
3. Once downloaded the PCAPs should be merged.
a. To merge PCAPs on a windows operating system follow the below steps:
i. Click “Download All” to download the PCAPs on the system.
ii. Launch Wireshark and select any one downloaded PCAP to open it.

M Wiceshardk: Open Capture Fil x
Doanicas: /\ o
Name P& Date modified Type Size
MFrirstpcap 5/15/2017 331 PM PCAP File 2498 k8
s Ml Second peap $/15/2017 3:31 PM PCAP File 4033K8
M hicd peap $/15/2017 3:31 PM PCAP File 2485 K8
Uibraries
This PC
{  Network
File name First pcap Open
Files of type: Al Files Cancel
Help
Read fiter Format. Wireshark - nanosecond Wopcep
Automatc Size 2557194 bytes
[2) MAC name reschtion Packets: 10530
| [ Transport name resolusion First Packet.  2017-05-15 112249
[ Network name resoksion Elapsed 00:00:15
[] Use external network name resoiver

iii. Once opened, the File—Merge option will be available for use.
iv. Select the PCAP that needs to be merged. Once the PCAP is merged save the new
merged PCAP and repeat the steps to merge all PCAPs associated with that session.
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M Fiest peap - o
Fle (ot View Go Capture Analyze Statistics Telephony Wireless Tools Melp
Open () 3 A Q| g
Open Recent 3 Expresson.
Marge._ Teme Source Oestnation Protucel  Longth Info -1
Import from Hex Dump z 410.9; 4.1 ¢ SIS i
= e 32017-05-11 00:25:46.698455646 10.91.170.22 204.11.16.106 1CP 66 37646+25 [ACK) Seqel Ackel Rine14720 Lensd TSvale3737776706 TSecr=2062515299
~ 42017-05-11 00:25:46.698455647 204.11.16.106 10.91.170.22 SMTP 955: 220 mail.cloudemailhost.net
Sove s ColoShikes $2017-05-11 00:25:46.69845564810.91.170.22  204.11.16.106 TCP 66 37646425 [ACK] Seqel Acks30 Wine14720 Lens® TSvale3737776771 TSecrs2062515296
File Set 62017-05-11 00:25:46.69845564910.91.170.22  204.11.16.106 SMTP 83C: NELO 3650M4-003
Export Spechied Packets JWV-05-1L % g
$2017-05-11 &
Export Packet Dussections 92017-05-11 06 Ml Wreshark: Marge with capture tle x
asmhionhepo 102017-05-11 & Losk e | I Ovmsdonts o S
Export POUs to File | 112017-05-11 &
Export SSL Session Keys. 122017-05-11 & * O medited b el
: Tl Fst peap INA0NTIINIM AP Fke 2408 8
L - 132017-05-Q ¥ oucssccon g secondpop SASROITIIIPM AP Fle 4o o)
Print Criep = Mot pcnp SASAONTINIM AP Fie 2485 %8 o1
Quit [ g 4L Desitop
| 172017-05-11 &
182017-05-11 & b
192017-05-11 & U
202017-05-11 & @
212017-05-11 &
222017-05-11
232017-05-11 e
242017-05-11 Hotmors
252017-05-11 —
Frame 11: 117 bytes on wire (936 bits), 117 byte oo rame Sacona ooy Sokaian o=
Ethernet II, Src: NexcomIn_3a:21:df (00:10:f3:3a: Fosotnpe A Pie option L
Internet Protocol Version 4, Src: 204.11.16.106, =
Transaission Control Protocol, Src Port: 25, Dst L ~
Simple Mail Transfer Protocol ey /e Weesran  carcsecord e ey
] e 4129300 byven
© Prapan pachans o g o | Pochens 13004
©® Varge pachans covorcmogcany Fovt Pachet 30170818 112321
40 2 €9 75 14 8 00 10 3 3a 21 df 08 00 45 O Aopend pesen w suisang o | T B
00 67 65 1f 40 00 74 06 10 6b cc b 10 6a 0 . )
WA NI el s b foot
82 16 00 19 93 Oe 2b 10 de 02 62 ad b1 &d 8¢ B0 67 45 1F 40 00 T4 06 30 65 < B 30 e b ehr g
01 03 64 bb 00 00 01 01 08 0a 7a ef 7c 74 de 20 36 00 19 93 00 20 30 de &2 6o o6 b3 86 00 18 % 5ad
£3 05 32 35 30 20 4f 4b 20 3¢ 63 6¢ 61 62 6 O UN NN NN e M do - N
69 6o 69 40 6 65 78 74 63 6f 64 70 75 74 65 “iehaateis a0 6300 ed 707200 ce inkpuort commtin
67 2¢ 63 6f 6d Je 20 52 65 63 69 70 69 65 6e €730 6 6F 68 Je 2052 656D 60 0 68 U5 Ge 4 gcom & acipiom
20 6f 6 0d 0a B -
" vt o 34 Dot 34 () Lo e 883 It Ot

b.

To merge PCAPs on a unix operating system follow the below steps:

i. Click “Download All PCAP” hyperlink to download all PCAPs on to a unix system.
This will download the .zip file containing all the PCAPs.
ii. cd <downloads folder>
iii. unzip the .zip file that has just been downloaded.

Example: unzip 46106e0a-fce5-4cc5-8046-fb8090767¢16.zip
Where 46106e0a-fce5-4¢cc5-8046-fb8090767¢16 is the search uuid

iv. cd 46106e0a-fce5-4cc5-8046-1b8090767¢16
v. 1s-1*PCAP
vi. This will show all downloaded PCAPs

Example Figure:

Is -1 *.pcap

-rw-r--r--, 1 root root 347304 May 7 16:32 0.pcap
-rw-r--r--, 1 root root 351645 May 7 16:32 1.pcap
-rw-r--r--, 1 root root 1046205 May 7 16:32 2.pcap
-rw-r--r--, 1 root root 1775493 May 7 16:32 3.pcap
-rw-r--r--. 1 root root 2652375 May 7 16:32 4.pcap

Use mergecap command to combine these PCAPs into a single PCAP.
Perform the following command:

mergecap -a -w combined.pcap 0.pcap 1.pcap 2.pcap 3.pcap 4.pcap
Is -1 combined.pcap

Vil.
Viii.

ix. This PCAP contains all the data produced by the search.
x. Copy/Download this PCAP to a system that has Wireshark application.
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4
5.
6

. Now open the merged PCAP in Wireshark
Select Edit — Preferences...
. Select and expand Protocols, scroll down and select SSL (or type ssl)

st hpcapeg - ]
e (€3 [View Go Copture, Anaivze Sutistcs. Teleohony Wieless Tooks Helo
070 N,
AP et < - Express)
[ ot e < = - Protocel  Langth  Info
e e 99 Response: . OK Begin TLS negotiation now.
-t A3 Dragioyed TLSvi.2
e
ey ¢ TLSV1.2 1454
W 2 Seplp 224Client Key Exchange, Change Cipher Spec,
> p 6614353477 [ACK] Seqe1707 AcksS47 Lunl TSxal ISecr=689475955
° [YISEIZ] 292 New Session Ticket, Change Cipher Spec, [Encrypted Handshake Message
- = - TP 66534774143 [ACK] SeqeS47 Ack=1933 Win=178560 Len=® TSval=689475981 TSecr=689475969
e 202015-01-30 136.353159925 127 1
e : 212015-01-30 36.353191728127 1 #1933 AcksS592 Winsd5952 Lens® TSvale689477279 TSecr«689477279
!ﬁ — 222015-01-30 36.397138341 127 1
< 232015-01-30 1 T 66 53477+143 [ACK] Seqe592 Acks2120 Wine181376 Lens® TSvale689477292 TSecr«689477292
242015-01-30 1
25 2015-01-30 1 TP 66143453477 [ACK] Seqe2120 Ack+993 Wine46976 Lens® TSvale689477713 TSecr=689477713
262015-01-30 37.894641524 127 1 vl 74 bt
27 2015-01-30 37.894673076 127 1 w 66534774143 [ACK] Seqe993 Ack=3628 Win=312320 Len=@ TSval=689477741 TSecr=689477741
bl 1-30 137.901182916 127 1 TLSv1.2 272 Encrypted Handshake Message, Change Cipher Spec, Encrypted HMandshake Message
292015-01-30 37.901197926 127 1 Tw 66143453477 [ACK] Seqe3628 Ack#1199 Wins48000 Len+® TSvale689477743 TSecr«689477743
1-30 1 TLSv1.2 340 Encrypted Handshake Message, Change Cipher Spec, Encrypted Handshake Message
1-30 1 e 6653477+143 [ACK] Seq=1199 Ack=3902 Win=315264 Len=d TSval=689477769 TSecr=689477757
322015-01-30 1 TLSv1.2  111Application Data
1 T 66143453477 [ACK] Seqe=3902 Ack=1244 Lens=® TSval TSecr:
1 TLSv1.2 253 Application Data
352015-01-30 14:58:41.789614396 127 1 Tw 6653477+143 [ACK] Seqe1244 Acke4089 Lensd T 1 Sec
> Frame 24: 467 bytes on wire (3736 bits), 467 bytes captured (3736 bits) on interface 0
> Ethernet II, Src: , Dst: X
» Internet Protocol Version I Src: 127.0.0.1, Dst: 127.0.0.1
> Transmission Control Protocol, Src Port: 53477, Dst Port: 143, Seq: 592, Ack: 2120, Len: 401
2 Secure Sockets Layer
7. Click Browse button under (Pre)-Master-Secret log filename.
8. Select the Session Key filename to be loaded.
9. [Optional] To produce a debug file, click Browse button under SSL debug file and provide a
location/filename for a debug file. Note: Wireshark will write to this file.
10. Click OK
11. If the Session Key is correct/matching, the loaded PCAP file will be decrypted
P r—— - o x
File Ednt View Go Capture Analyze Statatcs Telephory Wieless Took Help
ane RE Qe+»EFIZ S aqny
0 a0k o e 3 - Dpression.
"o Tire Source Prowscel  Langth Iofo =

28R
088223258

Yigsensls
reQoI2gare
1aungsgesse
gf%s328288
s82fzrz2gsse

> Frame 24: 467 bytes on wire (3736 bits), “7 byxn
> Ethernet II, Src: 00:00:00_00:00:00 ( 00:0
> Internet Protocol Version 4, Src: 127.
> Transaission Control Protocol,
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DU 99 Response: . OK Begin TLS negotiation now.
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> Frame 16: 224 bytes on wire (1792 bits

A A T A AR R A

TLSvi.2  272C1ient Key Exchange, O Cipher Spec, Encrypted Handshake o
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224 bytes captured (1792 bits) on interface @

Notes:
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o Wireshark automatically tries to decrypt any other PCAPs using the SSL Session Key loaded
currently. To remove this file or replace with a new file, repeat the steps 3 through 8.

o Wireshark can only decrypt SSL/TLS packet data if RSA keys are used to encrypt the data.

o Wireshark can only decrypt SSL/TLS packet data if the capture includes the initial SSL/TLS session
establishment. Re-used sessions cannot be decrypted; you can identify these as the server will not
send a certificate or alternatively, the Wireshark SSL debug file will display a ssl_restore_session

can'’t find stored session error message.
o Duplicate packets may cause issues and prevent all relevant packets being decrypted.
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APPENDIX F: UNDERSTANDING BEHAVIOR SEARCH

This feature provides sessioninfo of a URL based relationship between a HTTP and Email session or
between a DNS, HTTP and Email session. Alerts are generated if a particular URL is present in both a
HTTP stream AND an email body. If the domain/sub-domain associated with that particular URL appears
in a DNS session, then DNS session is also included in the alert. These alerts help to analyze and track
activities based on user’s behavior/actions.

For example:

Has the user clicked on a URL received in an email body?

e Does the URL string indicate the domain of a well-known company (bofa.com) but the underlying
hostname resolves to a blacklisted IP address?

e Has the user visited the web page?

e What kind of links are attracting the users to click on and what kinds are being ignored?

The Behavior search feature under Log Manager is a user-friendly capability that requires no setup nor
prior knowledge of which domains to look for.

The following use cases provide a better understanding of this feature:
Use Case 1: Email, DNS, HTTP correlation event

1. A user receives an email. The email body contains invitation to click on a URL:

http://www.visitparadise.us.

This action will result in one email alert under Log Manager — Email tab

The user clicks on the URL.

As this host is unknown, the system generates a DNS query for www.visitparadise.us.

This action results in one DNS alert under Log Manager — DNS tab.

When the http request is successful and the user is now on http://www.visitparadise.us page an HTTP

alert is produced/displayed under Log Manager — HTTP tab.

7. As the same URL appears in both HTTP and Email sessions and its associated domain request
appears in a session, a new alert appears under Log Manager — Behavior Search tab.

ATl e

Note: The Log Manager — Behavior Search — DNS, HTTP, Email Correlation Alert is NOT generated
if either step 3, step 4 OR 6 is skipped.

Use Case 2: Email, HTTP correlation event

1. A user receives another email. The email body contains invitation to click on
http://www.visitparadise.us again.

This action will result in one email alert under Log Manager — Email tab.

The user clicks on the URL.

As this host is now known, there is no DNS query hence no DNS alert.

The http request is successful and the user is now on http://www.visitparadise.us page.

This will generate/display one HTTP alert under Log Manager — HTTP tab.

As the same URL appears in both HTTP and Email sessions, a new alert appears under Log Manager
— Behavior Search tab with session details for HTTP and Email.

Nounbkwbd
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Note: The Log Manager — Behavior Search — HTTP, Email Correlation Alert is NOT generated if step
3 is skipped.
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APPENDIX G: UNDERSTANDING RULESETS

In order to create a ruleset it is important to understand the rule format supported by Suricata. A
rule/signature consists of the following Action, Header and Rule-options.

Example: alert IP [100.64.0.0/10] 1024 — 5.6.7.8 80 (msg:"[100.64.0.0/10]"; sid:300;)

In the above example: alert is an action.
IP [100.64.0.0/10] 1024 — 5.6.7.8 80 is a header.
(msg:"[100.64.0.0/10]"; sid:300;) is a rule-option.

Action:

The action property determines what will happen when a signature matches. Suricata processes these
rules based on priorities associated with the signature. The most important signatures will be scanned
first.

Below is a summary of actions in default order based on priority:

Action Description

Pass If a signature matches and contains pass, Suricata stops scanning the packet and

skips to the end of all rules (only for the current packet).

Drop This only concerns the IPS/inline mode. If the program finds a signature that
matches, containing drop, it stops immediately. The packet will not be sent any
further. Drawback: The receiver does not receive a message of what is going on,
resulting in a time-out (certainly with TCP). Suricata generates an alert for this
packet.

Reject This is an active rejection of the packet. Both receiver and sender receive a reject
packet. There are two types of reject packets that will be automatically selected.
If the offending packet concerns TCP, it will be a Reset-packet. For all other
protocols it will be an ICMP-error packet. Suricata also generates an alert. When
in Inline/IPS mode, the offending packet will also be dropped like with the ‘drop’
action.

Alert If a signature matches and contains alert, the packet will be treated like any other
non-threatening packet, except for this one an alert will be generated by Suricata.

Only the system administrator can notice this alert.

Example Rule: alert IP [100.64.0.0/10] 1024 — 5.6.7.8 80 (msg:"[100.64.0.0/10]"; sid:300;)
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This rule sets an alert action when source IP [100.64.0.0/10] matches with the destination IP 5.6.7.8

Header:

The header part of the rule allows to keep a watch on the protocols concerned, the source and destination
IP- addresses, ports involved and their direction of flow.

Protocol:

This keyword in a signature tells Suricata which protocol we want our rule to keep an eye out for. Below
are the five options to choose from.

IP - When IP is specified it will watch for all or any packets on the network.

tcp - When tcp is specified it will match a rule against TCP traffic.

udp - When udp is specified it will match a rule against UDP packets.

icmp - When icmp is specified it will match a rule for ICMP packets.

Suricata also allows you to specify layer 7 protocols like HTTP (http), SSL and TLS (tIs for both),
FTP (ftp) and SMB (smb) as well.

nh W=

Source and Destination IP and Port:

This allows you to assign source and destination IP-addresses (IPv4 and IPv6 combined as well as
separated) and the desired ports.

You can specify multiple IPs and ports. Below are some example and guidelines:

Sign Description Example

Ex: !1.1.1.1
! An exclamation specifies “not” which means any IP except 1.1.1.1

Ex: [1.1.1.1,1.1.1.2]

A square bracket is used to specify Every IP address but 1.1.1.1 and 1.1.1.2
[Jand, | multiple IPs or ports separated by Ex: [10.0.0.0/24, 110.0.0.5]
comma Except 10.0.0.5 matches all 10.0.0.0/24

Ex.: [80, 81, 82]

Includes port 80, port 81,port82
Ex: [80:82]

Includes port range from 80 till 82

A colon is used to specify range Ex: [1024: ]

From 1024 till the highest port-number
Ex: 180

Every port but 80

Ex: [80:100,!99]

Range from 80 till 100 but 99 excluded
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Note: In addition to set specific IP addresses you can also use a Yaml-file to set IP- addresses for
variables such as HOME NET or EXTERNAL NET. These settings will be used when you use these
variables in a rule. In source and destination you can make use of signs like ! And [ ].

Using variable HOME NET allows you to set the relevant IP-address for several rules. This option
contains the address group vars that will be passed in a rule.

Using EXTERNAL NET signifies ! HOME NET

(For more information on using variable see refer to the link below -
http://suricata.readthedocs.io/en/latest/configuration/suricata-yaml.html#suricata-yaml-rule-vars

Direction Specification:

Between the IP and ports is the direction of packet flow. The direction tells in which way the signature
has to match.

O This is the most common and means only check if the source IP and port|
are coming in to the destination IP and port
<> This will match packet flow in either direction
Example Rulel:

alert tcp [100.64.0.0/10] 1024 — 5.6.7.8 80 (msg:"[100.64.0.0/10]"; sid:300;)

This rule sets an alert action when protocol tcp, source [100.64.0.0/10], port 1024 matches with the
destination IP 5.6.7.8, port 80

Example Rule2:

drop tcp SHOME_NET any — $EXTERNAL NET any (msg:"[OK to drop]"; sid:500;)

This rule sets a drop action when protocol tcp, source SBHOME NET port any matches with the
destination

$EXTERNAL NET and port any

Where: SHOME NET and SEXTERNAL NET are variables set for IP-addresses as defined in the Yaml-
file.

Rule-options:
There are many rule-options but they can be categorized mainly into 5 categories.

1. Meta-settings: This is the most used rule-option. Meta-settings have no effect on Suricata’s
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inspection, but they do affect the way event are reported in Suricata. The 3 main meta-settings are:

e msg: The keyword msg gives more information about the signature and the possible alert.
Example- msg: “Attack Forbidden™;

o sid: The keyword sid gives every signature its own unique id. This id is stated with a number
Example- sid:123;

e rev: The sid keyword is almost every time accompanied by rev. Rev represents the version of the
signature. If a signature is modified, the number of rev will be incremented by the signature
writers. Example- rev:123;

Example Rule: alert tcp [100.64.0.0/10] 1024 — 5.6.7.8 80 (msg:"[100.64.0.0/10]"; sid:300; rev2;)

For more information on meta-settings, please refer to the following link:

http://suricata.readthedocs.io/en/latest/rules/meta.html

2. Payload: Payload keywords inspect the content of the payload of a packet or stream (the packet data
itself, such as IRC commands). For more information on meta-settings, please refer to the following
link:

http://suricata.readthedocs.io/en/latest/rules/payload-keywords.html

3. HTTP: These keywords make sure the signature checks only specific parts of the network traffic. For
instance, to check specifically on the request URI, cookies, or the HTTP request or response body,
etc. For more information on meta-settings, please refer to the following link:

http://suricata.readthedocs.io/en/latest/rules/http-keywords.html

4. Flowbits: Flowbits consists of two parts. The first part describes the action it is going to perform, the
second part is the name of the flowbit. Flowbits can make sure an alert will be generated when, for
example two different packets match. An alert will only be generated when both packets match. For
more information on meta-settings, please refer to the following link-

http://suricata.readthedocs.io/en/latest/rules/flow- keywords.html

5. 1P Reputation Rules: Gives an idea if an IP is legit or known to be associated with malware, spam,
etc. For more information on meta-settings, please refer to the following link-
http://suricata.readthedocs.io/en/latest/reputation/ipreputation/ip-reputation-rules.html

Note: For a more descriptive information about creating user defined rule-sets please refer to the link
below:

http://suricata.readthedocs.io/en/latest/rules/intro.html
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APPENDIX H: FASTCOPY WORKFLOW

FastCopy workflow allows Federation Manager initiated search data from multiple Federation Nodes to
be merged to a single Federation Node.

Workflow
e When a search is created from Federation Manager, the search request goes to all selected
Federated Nodes.

e  When a search is complete, the PCAPs are merged based on the connectivity and
connection status of each node.

e Each Federation Node is in one of the given FastCopy states:

Icon Action Description
FastCopyOff When a Federation Node does not participate in
FastCopy workflow
FastCopyDisabled When a Federation Node is configured to participate in
LS FastCopy workflow, but it is currently disabled
o FastCopySingle When a Federation Node is connected to one other
el or KiE Federation Node for FastCopy
NN FastCopyDual When a Federation Node is connected to two other
— Federation Node for FastCopy
UseCase
For Example:

Node 1 is FastCopySingle node, Node 2 is FastCopyDual node, Node 3 is FastCopySingle node
and Node 4 is FastCopyOft.

Federation
Manager (FM)

——————————— » Node 3 Node 4
FastCopy through a Switch

" Cluster \ ‘
- 2
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e Scenario 1:

O O O O

If Nodel and Node3 are connected to Node2.

And a search is sent to three nodes Nodel, Node2, and Node3 from FM

Nodel and Node3 send their search PCAPs to Node2.

Federation Manager will show one row for a single merged pcap for the pcap data
from Nodel, Node2 and Node3

e Scenario 2:

o O

= 0O O OO

If Nodel and Node3 are connected to Node2.

And a search is sent to all four nodes in the federation - Node 1, Node 2, Node 3
and Node 4.

Where Node4 is not connected to Node?2.

Nodel and Node3 send their search PCAPs to Node2.

Node4 does not send its PCAPs.

Federation Manager will show two rows:

One row for a single merged pcap for the pcap data from Nodel, Node2 and Node3
2" row for a single pcap for the pcap on Node4
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APPENDIX I: TECHNICAL SUPPORT

SentryWire is proud to offer 24x7 support for all SentryWire products.

SentryWire support requests will be acknowledged on the following schedule:

Features

Product Support

Support Request Method

Hours of Operation

Response Time

Normal Business Hours: 8AM to
11PM EST

24 Hours/Day
7 Days/Week
365 Days/Year

Phone: 443-561-0510

Web:

http: //support.sentrywire.com

Critical (Severity 1) - Includes
hardware based issues that impact
the ability to capture and search

30 Min or Less: 24x7

Phone support only after Normal
Business Hours

Major (Severity 2) - Includes non-
hardware related issues that impact
the ability to capture and search

1 hour or Less: 24x7

Phone support only after Normal
Business Hours

How-To and What-If type questions

Business Hours

Minor (Severity 3) - Includes issues Within 8 hours: Normal Business | Phone or Web
that do not impact capture or search | Hours

capability such as product updates

Informational (Severity 4) - Includes | Within 12 hours: Normal Phone or Web

Software:

Hardware:

manufacturer.

7x24x365.

12 Months of software support

Includes 36 Months of Hardware Service and Support provided on all parts and labor by hardware

On-site, On-Line VIP Service Portal, Global Remote Service and On Site Engineer as required,
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APPENDIX J: KEY TERMS

The following table provides definitions and explanations for terms and acronyms relevant to the content
presented within this document.

TERM DEFINITION
BPF Berkely Packet Filter
Gbps Gigabits per second
P Internet Protocol
HTTP Hyper Text Transfer Protocol
IDS Intrusion Detection System
IoC Indicators of Compromise
LEEF Log Event Extended Format
PCAP In the field of computer network administration, PCAP consists of an
application programming interface for capturing network traffic.
Suricata is a free and open source, mature, fast and robust network
Suricata threat detection engine. The Suricata engine is capable of real time
intrusion detection (IDS), inline intrusion prevention (IPS), network
security monitoring (NSM) and oftline PCAP processing.
TCP Transmission Control Protocol
UDP User Datagram Protocol
Ul User Interface
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